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ABSTRACT

Controlling wind-induced responses is a challenging and fundamental step in the design of wind-sensitive
critical infrastructures (CI). While passive design modifications and passive control devices are effective
alternatives to a certain extent, further actions are required to fulfill design specifications under some
demanding circumstances. Active countermeasures, such as active dampers, active aerodynamic devices, and
operational control systems, stand out as a smart alternative that allows extra control over wind-induced
responses of tall buildings, long-span bridges, wind turbines, and solar trackers. To make this possible, CI are
equipped with operational technology (OT) and cyber—physical systems (CPS). However, as with any other
OT/CPS, these systems can be threatened by cyberattacks. Changing their intended use could result in severe
structural damage or even the eventual collapse of the structure. This study analyzes the potential consequences
of cyberattacks against wind-sensitive structures equipped with OT/CPS based on case studies reported in
the structural control literature. Several cyberattacks, scenarios, and possible defenses, including cyber-secure
aero-structural design methods, are discussed. Furthermore, we conceptually introduce and analyze a new
cyberattack, the “Wind-Leveraged False Data Injection” (WindFDI), that can be specifically developed by taking

advantage of the positive feedback between wind loads and the misuse of active control systems.

1. Introduction

“The hacker didn’t succeed through sophistication. Rather he poked at
obvious places, trying to enter through unlocked doors. Persistence, not
wizardry, let him through.” As described by Clifford Stoll in The Cuckoo’s
Egg (Stoll, 1989), the absence of security in some systems poses the
highest risk in modern system development. In the light of this emerg-
ing challenge, national security agencies worldwide are committed to
identifying and managing all potential threats and hazards that can
impact the performance and integrity of critical infrastructure (CI). For
example, the Cybersecurity and Infrastructure Security Agency (CISA)
of the United States Department of Homeland Security has identified
a number of threats, ranging from climatology events, such as extreme
temperatures, drought, and wildfires, to cyber incidents, such as denial-
of-service attacks, malware, and phishing (CISA, 2020). However, in a
context where the number and format of cyberattacks on CI are growing
at an incredible rhythm (Landers, 2024), engineers and researchers of
any field are responsible for identifying potential security gaps and
developing efficient countermeasures to limit the attacker’s capacity of
weaponing our infrastructure against us.

* Corresponding author.

The accelerated growth of urban areas in the last decades has
led to an unprecedented increase in the construction of long-span
bridges, tall buildings (Lago et al. (2018), Council on Tall Build-
ings and Urban Habitat, CTBUH (2023a)), and other wind-sensitive
structures, such as wind turbines and solar trackers. Passive counter-
measures have been implemented to control wind-induced responses
by improving the structure’s aerodynamic performance or adjusting its
mechanical properties, seeking to minimize wind-induced responses.
However, more demanding design scenarios require more advanced
mechanisms to mitigate wind-induced loads effectively. This includes
(1) increasing slenderness due to the continuous growth of the main
spans of long-span bridges and the height of tall buildings and wind
turbine towers, (2) more complex architectural designs, and (3) more
demanding extreme wind events. In this context, active countermea-
sures stand out as an effective alternative to mitigating wind-induced
responses. Active countermeasures have mainly two advantages when
compared to passive methods: (1) higher effectiveness in mitigating
the undesired aeroelastic responses, which permits increasing the main
span of bridges and height of buildings to limits not always achievable
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Fig. 1. An example of critical infrastructure (CI) equipped with operational technology (OT) and cyber—physical systems (CPS). (a) General view from the Dardanelles of the 1918
Canakkale Bridge, Tiirkiye, opened in March 2022; and (b) View of the Canakkale Bridge Control Center.

using only passive countermeasures, and (2) smaller size of devices,
particularly in the case of inertial modifiers (e.g., active mass dampers
(AMD) are typically smaller than tuned mass dampers (TMD)). On
the other hand, their main drawbacks include (1) a typically higher
implementation and maintenance cost, (2) an inherent challenge in
terms of safety in case of failure due to multiple reasons, such as
power outage or mechanical issues, and (3) their potential misuse, both
unintentional and intentional. This last point is the goal of the present
study, leveraged by the recent wave of cyberattacks targeting CI related
to multiple engineering fields (Anguiano, 2022; McFadden, 2023).

In the wake of the advances of structural active control (Spencer
and Nagarajaiah, 2003; Korkmaz, 2011; Preumont and Seto, 2008),
wind-sensitive structures are progressively adding operational technol-
ogy (OT) to improve their performance and operation, and increasing
their level of complexity. Fig. 1 shows the Control Center of the
1918 Canakkale Bridge (Giizel, 2023), Tiirkiye, a clear example of the
widespread and increasing use of OT in CI, moving to the generalized
use of “smart structures”. Furthermore, OT is not limited to operation,
and its use is extended to structural health monitoring (SHM) systems
(Kijewski-Correa et al., 2013; Meng et al., 2018; Petersen et al., 2021)
and cyber—physical systems (CPS) to control active countermeasure
devices that modify the mechanical and aerodynamic properties, such
as AMD (Yamazaki et al., 1992; Kareem et al., 1999; Zhou et al., 2022)
or shape and flow modifiers (Sangalli and Braun, 2020; Hou et al.,
2023). The development and implementation of these active systems
are expected to keep growing given the increasing demands of modern
designs and the expected intensity increase of wind events (Knutson
et al.,, 2010; Snaiki and Wu, 2020; Orcesi et al., 2022). However,
the existence of CPS that controls the resistance properties of civil,
architectural, and energy harvesting structures poses a security problem
that must be addressed. As highlighted in Naskar (2022): “Anything
that says ‘smart’ in front of its name, is a potential magnet for trojans.”
This justifies the recent interest by states and gubernatorial agencies
in developing cyberdefenses for any kind of structure that cyberattacks
can threaten (Pattison-Gordon, 2022; Landers, 2023).

Nowadays, cyberattacks are threatening every aspect of life in
modern societies, including education (Bank of America, 2023), re-
search (McFadden, 2023), energy (Anguiano, 2022), industry (Pattison-
Gordon, 2022), health systems (Lee, 2023; Okunyté, 2023) and warfare
(Reavenlord, 2022). These attacks can cause very high damage in
unexpected ways. For example, a recent attack on the National Science
Foundation (NSF)-funded telescopes in Chile and Hawaii in August
2023 ceased the operation of many telescopes, causing important trou-
bles for space observation since many essential windows of opportunity
were missed. On the other hand, the high economic impact that these
attacks can cause is very clear when the target is related to energy
suppliers (Anguiano, 2022). Consequently, some recent efforts have
been made to improve the safety of CI against cyberattacks, such as
for hydraulic infrastructure (Pattison-Gordon, 2022). At the research

level, the effects of cyberattacks on structures equipped with active mit-
igation systems have been recently studied in Zambrano et al. (2021),
where two cyberattacks were analyzed: (1) Denial of Service (DoS);
and (2) False Data Injection (FDI). This study showed the potential of
cyberattacks on civil engineering structures and buildings. However,
it was not considered the potential damage increase by leveraging
the effects of the natural hazard that the active control system is
intended to mitigate. In the case of earthquakes, active systems can
threaten an infrastructure’s integrity by (1) denying its service and
(2) acting in an undesired way, which can be very harmful to the
structures. However, wind-sensitive structures equipped with active
systems involving OT/CPS can be especially vulnerable to cyberattacks
since malicious actions can be leveraged by wind loads. In fact, wind-
related phenomena are the only natural hazards that happen at a
sufficiently low return period to be considered a specific component
of a cyberattack. Hence, low return period winds, such as daily or
monthly events, can be effectively used to increase the damage created
by the misuse of active structural control systems, which may even
lead to positive feedback, enabling structural instability. This “external
help” has the potential to be a game-changer in the magnitude of
the damage induced by the cyberattack, potentially leading to the
eventual collapse of the structure. The wind engineering community
is responsible for investigating this outstanding threat to CPS that
controls the active countermeasures of architectural, civil, and energy-
harvesting wind-sensitive structures. The complexity of the attacks on
wind-sensitive structures and the potential damage that they can create
demand specific investigations to avoid these attacks from the early
stages of the structural design process. This study seeks to identify
the “unlocked doors” in OT/CPS security, the potential damage of
wind-leveraged cyberattacks, and develop effective defenses so we can
produce “almost-unhakeable” structures.

We start by providing a general background on the cybersecurity of
cyber—physical systems and describing previous cyberattacks to existing
CI equipped with OT/CPS in Section 2. Section 3 reports a literature
review of wind-sensitive structures equipped with OT/CPS that may be
the target of cyberattacks, including long-span bridges, tall buildings,
wind turbines, and solar trackers. We describe the transition from
passive to active countermeasures to mitigate wind-induced loads and
how these structures can be targets of existing and new cyberattacks.
The goal of this section is to provide a comprehensive overview of the
current state-of-the-art as a compulsory first step to identify potential
cybersecurity vulnerabilities. Then, Section 4 deeps into the details of
eventual attacks on wind-sensitive smart structures, focusing on the
kind of actuators, the available knowledge about the target, and the
kind of cyberattacks depending on the actuation used to damage the
structure. Section 5 quantitatively analyze the potential effectiveness
of the attacks envisioned in Section 4 by analyzing several demonstra-
tion examples based on previous studies addressing structural control
problems. Finally, Section 6 addresses the issue of developing effective
cyberdefenses, ranging from software and hardware to the design of
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Table 1

List of abbreviations and their corresponding full terms.
Abbreviation Full term
AGS Active Gyroscope Stabilizer
AVS Active Variable Stiffness
AMD Active Mass Damper
ATMD Active Tuned Mass Dampers
APT Advanced Persistent Threat
CAV Connected Automated Vehicles
CCATMD Cable Connected Active Tuned Mass Damper
CFD Computational Fluid Dynamics
CI Critical Infrastructures
CISA Cybersecurity and Infrastructure Security Agency
CPS Cyber-Physical Systems
CTBUH Council on Tall Buildings and Urban Habitat
DL Deep Learning
DNN Deep Neural Network
DoS Denial of Service
ER Electro-Rheological
FDI False Data Injection
FEM Finite Element Models
HMD Hybrid Mass Damper
ICS Industrial Control Systems
HMI Human Machine Interface
LQR Linear Quadratic Regulator
MAMD Multiple Active Mass Dampers
MDOF Multi-Degree-of-Freedom
MTD Moving Target Defense
MTMD Multi-Tuned Mass Dampers
MR Magneto-Rheological
NSF National Science Foundation
OPC Open Platform Communications
oT Operational Technology
PAFC Ping-An Finance Center
PLC Programmable Logic Controllers
PV Photovoltaic
RL Reinforcement Learning
RTU Remote Terminal Units
SAT Single-axis trackers
SATLD Semi-Active Tuned Liquid Dampers
SATLCD Semi-Active Tuned Liquid Column Dampers
SATMD Semi-Active Tuned Mass Dampers
SAVS Semi-Active Variable Stiffness
SIS Safety Instrumented System
SCADA Supervisory Control and Data Acquisition
SHM Structural Health Monitoring
TLCD Tuned Liquid Column Damper
TLD Tuned Liquid Damper
TMD Tuned Mass Damper
TRD Twin Rotor Damper
VIV Vortex-Induced Vibrations
WindFDI Wind-Leveraged False Data Injection
WT Wind Tunnel

the actuators to reduce the impact of an eventual cyberattack. Sec-
tion 7 reports the conclusions of this study, future work, and design
recommendations to move towards cyber-secure wind-sensitive smart
structures. A list of abbreviations and their corresponding full terms
used along the paper is reported in Table 1.

2. Cyber-physical systems and vulnerability to cyberattacks

Operational technology (OT) can be defined as the combination
of hardware and software systems aimed to detect and/or cause a
change in physical systems through the direct network-based moni-
toring and/or control of dedicated equipment, assets, processes, and
events. As shown in Fig. 2, the term OT usually describes environments
containing CPS, e.g., Connected Automated Vehicles (CAV), Industrial
Control Systems (ICS), e.g., Supervisory Control and Data Acquisition
(SCADA) systems, and may be, in turn, composed of dedicated de-
vices such as Remote Terminal Units (RTU) and Programmable Logic
Controllers (PLC).

Industrial Control Systems (ICS) are a sub-field of OT/CPS con-
trolling mission-critical infrastructures such as the power grid, water
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plants, etc., and are an important asset to the economies of towns,
states, and countries. In recent years, ICS have been transferring to
electronic systems due to the vast opportunities available through
the implementation and use of digital technology, such as increased
reliability, flexibility, resilience, and efficiency (Goff et al., 2014). A
typical ICS environment, graphically shown in Fig. 3, includes the
following:

» Actuator. A hardware component that moves or operates a de-
vice in the physical world. Examples of actuators include valves,
motors, or piezoelectric actuators.

Sensor. A device that generates an electrical analog or digital
signal that represents a physical property of a process. Examples
include temperature or magnetic field sensors.

Controller. A computing device that acts as a bridge connect-
ing the cyber and the physical worlds. A controller may either
take the form of a general-purpose computer or may also be
implemented by means of a PLC (Bolton, 2015), a small, rugged,
domain-purpose computer that has programmable memory to
store functions such as timers and logic gates, which allow them
to control actuators and physical machines, such as water pumps
or centrifuges, and receive and compile data from sensors. PLCs
can be, in turn, controlled by an Engineering Station, a general-
purpose computer that is used to write the control logic or ladder
logic code that is typically executed by a PLC. It is usually
connected to the PLC so that the compiled control logic program
can be uploaded.

Human Machine Interface (HMI). The hardware or software
used to interact with devices such as a PLC, e.g., a physical control
panel with buttons and lights or a software display. Fig. 1 shows
an example of an HMI designed to control a bridge.

2.1. Attacks to Cyber-Physical Systems (CPS)

While the benefits of these changes are unparalleled, cyberattacks
targeting CPS have increased in number and sophistication in recent
years, which may lead to serious consequences such as physical damage
to critical infrastructure. Famous recent attacks on CPS include the
Kyivoblenergo and the Prykarpattyaoblenergo attacks (2015) (White-
head et al., 2017) and the Ukrenergo transmission station attack (2016)
(Dragos, Inc., 2017b), all of them in Ukraine. Moreover, there have
been recent concerns that foreign actors may be already launching a
series of attacks on CPS infrastructures in the United States and Europe
(The New York Times, 2018). As a response, and to ensure CPS are
built on a trustworthy and secure foundation, the “Securing Energy
Infrastructure Act” (S.174, 2019) highlights the need for urgent actions
on CPS security (U.S. Congress - A.S. King, 2019).

2.1.1. Attacks to Programmable Logic Controllers (PLCs)

Stuxnet. Stuxnet was the first-ever documented malware specifi-
cally developed to target PLCs, as it showed a high level of sophistica-
tion, a deep understanding of industrial processes, and the use of four
zero-day exploits (Falliere et al., 2011). After compromising a general-
purpose computer that was equipped with software for programming
PLCs, as featured in Fig. 3, Stuxnet uploaded its malicious control
program to the target Siemens 315 and 417 PLC models and made them
damage centrifuges while reporting to operators that everything was
normal (Langner, 2011).

Triton. Also known as TRISIS and HatMan (CISA ICS-CERT, 2019;
Dragos, Inc., 2017b), Triton was identified in 2017 after a petrochemi-
cal facility in Saudi Arabia was shut down. After compromising an engi-
neering workstation, Triton was able to launch a dropper (trilog.exe) to
deliver backdoor files to a Safety Instrumented System (SIS) PLC. The
first backdoor file was a zero-day exploit that allowed the attackers to
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Fig. 2. A conceptual overview of critical infrastructure (CI), operational technology (OT), cyber—-physical systems (CPS), industrial control systems (ICS), supervisory control and

data acquisition (SCADA) systems and programmable logic controllers (PLC).

Controller

Actuator / Sensor Infrastructure

Fig. 3. A conceptual overview of the components of an ICS environment.

inject the second file into the PLC’s memory. With a program in the
memory of the PLC, the attackers could have control of the device. The
attackers were unable to take full control of the system because an error
in the PLC caused a system shutdown.

Pipedream Toolkit. Pipedream (also known as Incontroller) is a
modular framework that includes multiple exploits that target different
PLCs. Once the attackers compromise a computer in the control net-
work, Pipedream can be used to scan and compromise Scheider Electric
PLCs, OMROM Sysmac NEX PLCs, and Open Platform Communications
(OPC) Unified Architecture servers. Pipedream is believed to have
been developed by a nation-state and was classified as an Advanced
Persistent Threat (APT) by the United States Department of Energy
(CISA, 2022).

2.1.2. Attacks to Industrial Control Systems (ICS)

Dragonfly. Also known as Havex malware (Symantec Inc., 2014),
Dragonfly was a large scale cyberespionage campaign that targeted
ICS software in the energy sector in the United States and Europe.
In order to infect its targets, three different attack vectors were used.
First, a spam campaign that used spear phishing targeted senior em-
ployees in energy companies. Second, Watering Hole attacks (Symantec
Inc., 2014) that compromised legitimate energy sector websites were
deployed to redirect the target to another compromised website that
hosted the Lightsout exploit, which ultimately dropped the Oldrea
or Karagany malwares (Dragos, Inc., 2017a) in the target’s host. The
third and final attack vector used was a dedicated trojanized software
(legitimate software that is turned into malware), which was leveraged
by the attackers to successfully compromise various legitimate ICS
software packages, ultimately inserting their own malicious code. Once
a host was infected, the Havex malware would leverage legitimate
functionality available through the OPC protocol to draw a map of the
industrial devices present in the ICS network, which would be highly
valuable when designing future attacks.

Crashoverride. Also known as Industroyer (Slowik, 2018), CRASH-
OVERRIDE is a sophisticated malware designed to disrupt ICS networks

used in electrical substations, as it shows an in-depth knowledge of ICS
protocols used in the electrical industry, which would only be possi-
ble with access to specialized industrial equipment. CRASHOVERRIDE
dealt physical damage by opening circuit breakers and keeping them
open even if the grid operators tried to close them back to restore the
system. It is believed to have been the cause of the power outage in
Ukraine in December of 2016 (Hemsley et al., 2018).

3. Wind-sensitive CI equipped with OT/CPS

Critical Infrastructure is defined in the United States according to
the Patriot Act of 2001 as ‘“systems and assets, whether physical or
virtual, so vital to the United States that the incapacity or destruction of
such systems and assets would have a debilitating impact on security,
national economic security, national public health or safety, or any
combination of those matters” (CISA, 2020). In particular, several
infrastructure sectors are identified, including transportation systems,
energy, financial services, and markets. Several wind-sensitive civil and
architectural structures, such as long-span bridges, tall buildings, wind
turbines, wind farms, and solar panel arrays, fall into this description,
which makes their rigorous study a top priority. The goal of this
section is to provide a comprehensive review of the state-of-the-art
of active control systems that permits the identification of security
vulnerabilities in already existing and envisioned at the research level
wind-sensitive CI equipped with OT/CPS. The following subsections
review the most up-to-date OT/CPS used in wind-sensitive CI and the
risks to their integrity and functionality.

3.1. Long-span bridges

Long-span bridges are very flexible structures that are sensitive to
the action of wind. The rapid growth of coastal cities has increased
the demand for their construction with even longer span lengths and
lighter weights. The most recent example is the completion of the 1915
Canakkale Bridge in 2022 with a world record-braking main span of
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2023 m (Arioglu, 2021; Giizel, 2023). The subsequent reduction in
damping and natural frequencies increases their susceptibility to wind
loads. Besides the well-known cases of bridge collapses in the past,
such as the Tacoma Narrows Bridge (Ammann et al., 1941), there are
multiple examples of recent vulnerabilities, even under winds that are
far from being considered extreme. This includes the vertical oscilla-
tions recorded in December 2022 in the Verrazzano-Narrows Bridge
deck, US, the vortex-induced vibrations (VIV) of the Humen Bridge,
China, in May 2020 (Ge et al., 2022), and the vertical oscillations of
the Alconétar Arc Bridge, Spain, during its construction (Astiz, 1999).
These undesired responses will be more present as we keep increasing
the main span of new bridge projects (Ge et al., 2011), such as the
Zhangjinggao Yangtze River Bridge in China, spanning 2300 m (Wei,
2023), and the Shiziyang Bridge in China, with a main span of 2180 m
(Zhao et al., 2023), or the well-known Messina Bridge (Diana et al.,
2004).

Deck shape tailoring is one of the most successful and cost-effective
approaches to mitigate wind-induced effects (Larsen and Wall, 2012;
Argentini et al., 2019). However, long-span bridges are slender and
flexible structures subject to several wind-induced responses (Larsen
and Larose, 2015), which may require complex and sometimes contra-
dictory deck shape modifications to address all aeroelastic phenomena.
This was investigated in Cid Montoya et al. (2021b), where a twin-
box deck was optimized considering flutter and buffeting responses
simultaneously. VIV is another wind-induced response that can drive
the wind-resistant design of single- and multi-box decks. Adding and/or
tailoring existing appendages, such as guide vanes and stabilizers, can
be used to control the flow and avoid undesired flow features, such
as the formation of vortices that may lead to VIV. Real application
examples are described in Larsen and Poulin (2005), including the
guide vanes installed in the Osteroy Suspension Bridge, Norway, the
StoreBaelt Suspension Bridge, Denmark, and the Stonecutters Cable-
Stayed Bridge, China. More recent studies (Bai et al., 2021b) focus
on finding the best configuration for these devices by studying the
influence of their shape and position. On the other hand, passive
inertial modifications can improve the aeroelastic responses of bridge
decks (Gu et al., 2002). TMDs were successfully used in mitigating
the VIV in the approaching spans of the StoreBaelt Bridge (Larsen and
Poulin, 2005). Current research further explores new configurations to
increase the effect of TMD in bridge decks (Xu et al., 2022) and design
methods to optimize their effectiveness (Gu and Xiang, 1992; Bui and
Tran, 2022). Furthermore, the combination of multiple actions may be
required in some situations, as was the case of the Humen Bridge (Ge
et al., 2022).

However, passive measures can improve aerodynamic response up
to a certain limit (Cid Montoya et al., 2022), where the effectiveness
of the passive aerodynamic control is depleted, and alternative modifi-
cations are required. For this reason, several active systems have been
developed to improve the aeroelastic performance of long-span bridges.
Some of them have only been explored within the research realm (Gao
et al.,, 2019), and some others have been successfully implemented in
real bridges, such as in the Xihoumen Bridge (Yang et al., 2022). A
summary of the main passive and active systems developed for long-
span bridges is reported in Table 2. Several works reviewed some
applications for long-span bridges (Gao et al., 2021). The most relevant
active systems used to improve the aeroelastic responses of bridges are
discussed below.

3.1.1. Aerodynamic control in bridges: Active appendages

Adding passive aerodynamic appendages to bridge decks is an ef-
fective approach to modify the wind loading and improve the bridge
stability (Raggett, 1987). Given its aerodynamic benefits, this concept
was considered in the design of the Messina Strait Bridge (Brown,
1996). However, the effectiveness of these appendages can be improved
by adding mechanical actuators and active control. This was developed
in the 1990s by several authors (Ostenfeld and Larsen, 1992, 1997;
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d)

Fig. 4. Representative active appendages systems studied for the active control of
bridge decks. (a) Upper winglets (e.g., Li et al. (2015), Sangalli and Braun (2020));
(b) Flaps (e.g., Kwon and Chang (2000), Li et al. (2022)) ; (c) Bottom winglets
(e.g. Cobo del Arco and Aparicio (1999), Huynh and Thoft-Christensen (2001) and Nis-
sen et al. (2004)); (d) Central winglet located below the deck (e.g. Preidikman and
Mook (1997)).

Wilde and Fujino, 1998; Cobo del Arco and Aparicio, 1999), achieving
great results. The aerodynamic and aeroelastic benefits of active ap-
pendages have been highlighted by multiple authors, and it is currently
an active research topic (Huynh and Thoft-Christensen, 2001; Bera
and Chandiramani, 2019; Truong and Phan, 2021; Sangalli and Braun,
2020). For instance, Cobo del Arco and Aparicio (1999) highlighted
that “considering the control of the windward winglet and the leeward
winglet fixed to the deck, the analyses show that it is possible to
stabilize a bridge of any desired length against flutter”. Hence, it is
expected to have an important role in developing the new super-long-
span bridges of the future. Active appendages installed on bridge decks
can be classified into two main groups: (1) separate control surfaces
or winglets; and (2) combined control surfaces or flaps. Fig. 4 shows
multiple configurations envisioned for these two kinds of appendages.

Winglets are plates or airfoils installed on one or two sides of the
bridge decks at a given separation to handle undesired aerodynamic
features of bluff deck cross-sections. They can be installed adopting
multiple configurations as described in Cobo del Arco and Aparicio
(1999). Their location can impact their installation and maintenance
in terms of operability and associated costs. The effective control of
the wiglets to improve the wind-induced responses of bridges relies
on the accurate modeling of the response of the bridge equipped
with winglets under the action of wind. Following Wilde and Fujino
(1998) and Cobo del Arco and Aparicio (1999), assuming that (1)
the flow around the winglet is not disturbed by the presence of the
deck and therefore can be obtained using the Theodorsen’s functions
(Theodorsen, 1949), and (2) the flow around the deck is not distributed
by the presence of the winglets, then the total load on the winglet-
deck system can be obtained by superimposing the contribution of the
winglet to the load on the deck. Hence, the deck flutter derivatives can
be modified by adding the contribution of the winglet. Following the
formulations derived in Wilde and Fujino (1998) and Cobo del Arco and
Aparicio (1999), the flutter derivatives of the deck-winglet system can
be written as a function of the winglet position, movement amplitude,
and rotation phase, which enables the effective control of the bridge
aeroelastic response by changing the winglet rotation phase. More
advanced analysis considering the shape of winglets requires wind
tunnel (WT) tests or computational fluid dynamics (CFD) simulations to
consider the shape contribution of the winglets. This approach is used
in current research studies (Li et al., 2017; Sangalli and Braun, 2020).

On the other hand, combined control surfaces, commonly known as
flaps or active fairings, are installed on the windward and/or leeward
edge of the deck, as shown in Fig. 4(b), which permits utilizing the
interference effect to control the aeroelastic responses (Hansen and
Thoft-Christensen, 2001; Zhuo et al., 2020). The theoretical framework
for flutter control using active flaps was first developed in aeronautical
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Table 2
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Summary of means to suppress wind-induced responses of bridges with application examples.

Means Type Method

Application

Passive Structural Stiffness and mass design

Heuristic-based modifications (Astiz, 1996; Arioglu, 2021)
Structural optimization (Nieto et al., 2009; Kusano et al., 2015)

Inertial modification device

Deck dampers (Gu et al., 2002; Ge et al., 2022)
Tower dampers (Ogawa et al., 1997; Casciati and Giuliano, 2009)

Aerodynamic Deck cross-section design

WT-based aerodynamic design (Brown, 1980; Larsen and Wall, 2012; Argentini
et al., 2022; Cid Montoya et al., 2023)

CFD-based aerodynamic design (Nieto et al., 2010; Cid Montoya et al., 2018b; Xu
et al., 2020)

Aero-structural design optimization (Cid Montoya et al., 2020, 2022)

Passive attachments (Larsen and Poulin, 2005; Starossek et al., 2018; Bai et al.,
2021b)

Passively controlled winglets (Omenzetter et al., 2000; Phan, 2018)

Wind barriers (Buljac et al., 2017; Hu et al., 2019; Bai et al., 2020; Ge et al.,
2022)

Self-issuing jets (Karniadakis and Triantafyllou, 1992; Chen et al., 2015, 2019;
Yang and Li, 2021)

Active Structural Inertial control device

Active mass dampers (AMD) in decks (Battista and Pfeil, 2000; Gu et al., 2002;
Korlin and Starossek, 2007; Chang, 2020)

Semi-active tuned mass dampers (SATMD) in decks (Gu et al., 2002)

Active mass dampers (AMD) in towers (Kagaya et al., 2011)

Active gyroscope stabilizer (AGS) (Giaccu and Caracoglia, 2021, 2023)

Aerodynamic Shape control device

Active winglets (Raggett, 1987; Kobayashi and Nagaoka, 1992; Brown, 1996;
Cobo del Arco and Aparicio, 1999; Sangalli and Braun, 2020)

Active flaps (Kwon and Chang, 2000; Wilde et al., 2001; Boberg et al., 2015;
Zhao et al., 2016; Li et al., 2022; Wang et al., 2023)

Active wind barriers (Yang et al., 2022)

Flow control device

Suction and jets (Zhang et al., 2016; Tao et al., 2017; Gao et al., 2019)
Rotors for flow separation control in decks (Kubo et al., 1999)
Rotors for flow separation control in towers (Kubo, 2004)

Combined Shape and inertial control

Winglets and rotating mass dampers (Bera and Chandiramani, 2020)

engineering (Theodorsen, 1949; Edwards et al., 1978). These formula-
tions were later extended to be applied for bridge deck-flap systems
(Omenzetter et al., 2000, 2002; Kwon and Chang, 2000). However,
since there is flow interaction between the flaps and the deck, analytical
methods are insufficient to properly model complex flow separations
around the bridge-flap system and to consider the impact of flaps and
deck cross-section shape on the results to assess the flutter derivatives
of the system properly. Hence, wind tunnel tests or CFD simulations
are required to properly model active flaps’ performance and control
strategies (Zhuo et al., 2022). Alternatively, active control can be
carried out by using reinforcement learning (RL) (Adam and Smith,
2008; Fan et al., 2020; Han et al., 2022). This approach was adopted
for the active flutter control of long-span bridges in Wu et al. (2023) by
implementing a nonlinear model-free controller based on a deep neural
network (DNN).

Moreover, fundamental research on bluff body aerodynamics pro-
vides ideas for developing potential effective countermeasures for real
applications in bridge engineering. An interesting approach to control-
ling the flow’s boundary layer around bluff bodies consists of imple-
menting moving surfaces (Modi et al.,, 1991; Kubo et al., 1992). Its
application to bridge deck aerodynamics was proposed by Kubo et al.
(1999), where a shallow rectangular cylinder is added to the leading
edge of the bridge deck to control the boundary layer by changing
the flow separation. This approach was also proposed for improving
the aerodynamics of bridge towers (Kubo, 2004). This methodology
was also investigated for mitigating VIV of bluff bodies (Silva-Ortega
and Roque da Silva Assi, 2017). Recent contributions suggest the use
of suction (Ke et al., 2014; Zhang et al., 2016; Tao et al., 2017) and
blowing systems (Gao et al., 2019) to control the flow structure and
improve the aerodynamic properties of bridge decks, which increases
the variety of possibilities to control the flow and wind-induced loads
actively.

3.1.2. Aerodynamic control in bridges: Active wind barriers
Wind barriers are able to improve the traffic conditions (Coleman
and Baker, 1992; Kwon et al., 2011; Kozmar et al.,, 2012) at the

cost of worsening the deck cross-section aerodynamic characteristics
(Buljac et al.,, 2017; Su et al.,, 2017; Yang et al.,, 2020). Research
efforts have been recently carried out to reduce their influence on the
aerodynamic performance of the deck (Bai et al., 2020). Also, small-
scale components can be advantageously tailored to mitigate VIV (Hu
et al., 2019; Ge et al., 2022). A smart alternative is the development
of active wind barriers that change their configuration depending on
the wind conditions. As shown in Fig. 5, this concept was recently
applied in the Xihoumen Bridge by installing an adjustable wind barrier
that is automatically controlled by an LSA2000 control platform and
computer remote control technology (Yang et al., 2022). This reference
reports a force coefficient for the twin-box deck cross-section without
barriers of C;, = 1.16. This value increases up to C;, = 1.79 when
installing the barrier in the upright configuration. This 54% increase in
the force coefficient highlights the negative effect of the wind barriers
on the bridge deck aerodynamics. However, by taking advantage of the
adjustable wind barrier, the force coefficient drops to C, = 1.28, which
is close to the value obtained for the original configuration, remarking
the benefits of using cyber—physical systems to adapt to structure for
different wind scenarios. However, the potential effects of a cyberattack
on this CPS can be intuitively anticipated.

3.1.3. Inertial control in bridges

Moving from passive tuned mass dampers to more efficient semi-
active and active mass dampers to mitigate bridge deck wind-induced
displacements allows us to reduce the size of these active devices. An
example of AMD’s better performance is reported in Gu et al. (2002),
where the performance of a TMD and a semi-active mass damper
were studied in the Yichang bridge, a suspension bridge with a main
span of 960 m. Another example showing the superior performance
of AMD was reported in Battista and Pfeil (2000), where an AMD
was used to mitigate the VIV of the Rio-Niteréi Bridge in Rio de
Janeiro, Brazil. Furthermore, the promising performance of these in-
ertial active devices increased the research efforts on the topic. Korlin
and Starossek (2007) conducted wind tunnel tests of a deck sectional
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Fig. 5. Illustration of the adjustable wind barrier installed in the Xihoumen Bridge. (a) General view of the Xihoumen Bridge, Zhejiang, China. Reproduced from Ref. Wikimedia
Commons (Glabb) (2012) with the author credit “Glabb” and permission of the Creative Commons Attribution-Share Alike 3.0 Unported license, ©2012; (b) Detail of the adjustable
wind barrier, reproduced from Ref. Yang et al. (2022) with permission from Elsevier, ©2022; (c) Upright configuration of the barrier; and (d) barrier lying down. Sketches based

on Yang et al. (2022).

model equipped with servo motors controlling the rotational motion
of control masses. This system increased the measured critical wind
speed of the sectional model by about 16.5%. Chang (2020) reported
an experimental study of a reduced-scale bridge model where an AMD
successfully mitigated the excitation induced by external loads. On the
other hand, Giaccu and Caracoglia (2021) proposed using gyroscopes
for mitigating the flutter of long-span bridges. These devices have been
used in several engineering fields (Kan et al., 1992; Ghommema et al.,
2010), including for seismic vibration isolation (Carta et al., 2017).
This device modifies the mass moment of inertia by rotating a lumped
mass at a given angular velocity. As reported in Giaccu and Caracoglia
(2023), some ranges of angular velocities drastically improve the bridge
flutter performance. However, the critical flutter velocity can worsen at
some angular velocity values compared with the original bridge, which
represents a relevant safety vulnerability.

Another important issue is the wind-induced vibrations of bridge
towers, both in service (Siringoringo and Fujino, 2012) and during
construction. It is important to control the responses during the dif-
ferent construction phases (Kagaya et al.,, 2011), as their dynamic
characteristics can largely change from the initial construction stages
to the free-standing tower (Diana et al., 2013) before reaching the
final configuration when the cable supporting system provides a re-
markable contribution to the longitudinal stiffness of the towers. In all
these cases, inertial control systems are an effective countermeasure to
mitigate these undesired wind-induced responses. Moving from passive
TMD, including impact mass dampers (Ogawa et al., 1997) and multi-
tuned mass dampers (MTMD) (Casciati and Giuliano, 2009), to active
mass dampers permits a better control of the wind-induced responses.
An interesting and recent example is the case of the Canakkale Bridge
Tower (TESolution, 2020; Gilizel, 2023), where AMD systems were
installed in the tower to control its responses as the construction
progresses (see Fig. 6). This system can control the tower’s first and
second bending modes and the torsional mode.

3.2. Tall buildings

The accelerated growth of urban areas in the last decades has led
to an unprecedented increase in the construction of tall buildings.
According to the CTBUH skyscraper center database (Lago et al., 2018;
CTBUH, 2023a), 79% of the buildings above 250 m have been built in
the last decade (2010-2020), and this trend is expected to continue in
the future. Furthermore, the number and height of mega-tall skyscraper
projects under development and construction are rapidly growing.
The best example is the Jeddah Tower (CTBUH, 2023b), previously
known as the Kingdom Tower, which is currently under construction in
Jeddah, Saudi Arabia, and will reach a World record-breaking height of

1008.2 m, currently held by the Burj Khalifa (Abdelrazaq, 2012), with
829.8 m.

Increasing height leads to more slender, flexible, and low damping
structures, which make them more susceptible to earthquakes and wind
loads (Tamura et al., 2005; Irwin, 2008, 2009; Kwok, 2013; Kwon and
Kareem, 2013). This has led to the adoption of dynamic modification
systems as an effective alternative to control buildings performance and
to improve human comfort (Kareem et al., 1999; Kwok et al., 2009;
Rahimi et al., 2020; Jafari and Alipour, 2021b; Koutsoloukas et al.,
2022). According to Lago et al. (2018), about 11% of tall buildings
above 250 m worldwide are equipped with dynamic modification
systems, and 97% of those have been equipped in the last three decades.
This approach is particularly popular in the US, where 25% of tall
buildings are damped. Currently, 12% of damped buildings worldwide
over 250 m use AMD systems (Lago et al., 2018; CTBUH, 2023a), such
as the Shanghai World Financial Center (Shi et al., 2012) and the Ping-
An Finance Center (PAFC), China (Zhou et al., 2022; Zhou and Li,
2022), and this trend is expected to grow as architectural requirements
increase.

The first approaches for designing TMDs started in the first half
of the 20th century (Den Hartog, 1956) and were later extensively
developed in the 1970s and 1980s (Ayorinde and Warburton, 1980;
Clark, 1988; Kwok and Samali, 1995; Xu et al.,, 1992a). Dampers
are not limited to lumped masses inside buildings. Alternative passive
inertial modification devices are fluid-containing appendages (Kareem
and Sun, 1987; Gao et al.,, 1997), such as water-containing tanks,
which permit mitigating the wind-induced loads with not only the tank
lump mass effect but also with the sloshing modes. Examples of tuned
liquid dampers (TLD) are the air traffic towers of Haneda and Narita
airports, Japan (Tamura et al.,, 1992). Later investigations led to the
development of passive MTMD (Igusa and Xu, 1994; Kareem and Kline,
1995; Casciati and Giuliano, 2009), also known as distributed dampers.
Moreover, dampers can be installed entirely inside the building or
take advantage of adjacent buildings to use friction dampers (Malhotra
et al., 2020).

As described for long-span bridges in Section 3.1, wind-induced
response mitigation strategies evolved from passive aerodynamic
countermeasures (e.g. cross-section modifications (Kwok et al., 1988;
Tanaka et al., 2012; Gu et al., 2020)) and inertial systems (e.g. TMD
in the Shanghai Tower (Xie et al., 2023)) to active systems (Karnopp,
1990). Active and semi-active control devices have the advantage that
they do not introduce mechanical energy into the structural system
under control. However, they modify the system properties to reduce
the structural response (Hrovat et al., 1983; Housner et al., 1997).
Comprehensive reviews of tall buildings and towers equipped with
TMD systems can be found in Sun et al. (1995), Gutierrez Soto and
Adeli (2013) and Jafari and Alipour (2021b). A summary of current
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Fig. 6. AMD installed in the Canakkale Bridge Tower, Tiirkiye. (a) General view of the towers during construction; (b) Detail of the location of the AMD; and (c) view of the
AMD system. Reproduced from Ref. TESolution (2020) with permission from TESolution, ©2020.
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Fig. 7. Inertial active systems in tall buildings: (a) View of the Minato Mirai (MM) 21 Landmark Tower in Yokohama, Japan, equipped with tuned active dampers. Reproduced
from Ref. Wikimedia Commons (Rs1421) (2011) with the author credit “Rs1421” and permission of the Creative Commons Attribution-Share Alike 3.0 Unported license, ©2011; (b)
View of the Shanghai World Financial Center equipped with two ATMD. Reproduced from Ref. Wikimedia Commons (2015) with permission of the Creative Commons Attribution
License CCO 1.0, ©2015; (c) Floor plan of the ninetieth floor of the Shanghai World Financial Center where the ATMD are installed. Reproduced from Ref. Shi et al. (2012) with
permission from Elsevier, ©2022; and (d) Movable facade design used as an active damping system. Reproduced from Ref. Zhang et al. (2022) with permission of the Creative

Commons Attribution License CC BY, ©2022.

technologies for mitigating wind-induced responses in tall buildings
and towers is provided in Table 3. The most effective control scheme
selection can be based on multiple criteria, such as performance and
cost-effectiveness (Wang et al., 2015).

3.2.1. Inertial control in tall buildings

Active inertial control devices are tall buildings’ most widespread
active control methods. A few examples are shown in Fig. 7. While
passive systems consist of suspending an additional mass to the main
structure and tuning the natural frequency of the suspended mass to
the dominant frequency of the main structure (Andersson et al., 2015),
variable damping systems are a more sophisticated alternative that
overcomes the sensitivity of detuning by controlling variable proper-
ties. AMDs achieve this goal by force control, i.e., by applying forces
to the system to minimize the full structure response. These systems
are very popular in Asia, and representative examples of tall buildings
equipped with AMD are the Ping-An Finance Center, China (Zhou et al.,
2022; Zhou and Li, 2022), the Shanghai World Financial Center, China,
which has two parallel active tuned mass dampers (ATMD) in its nineti-
eth floor, as described in Shi et al. (2012) and shown in Fig. 7(b) and
(c), and the 21 Landmark Tower in Yokohama, Japan (Yamazaki et al.,
1992). Alternatively, semi-active tuned mass dampers and adaptive
tuned mass dampers are based on controlling the damping and stiffness,
respectively. A good example of a semi-active tuned mass damper
(SATMD) is the real-time controlled semi-active damper installed in
the Danube City Tower in Vienna, Austria (Weber et al., 2016). On
the other hand, hybrid mass dampers (HMD) combine the previous
devices by connecting them in series or parallel, which permits taking

advantage of the benefits of each type. An HMD has been installed in
the Canton Tower in Guangzhou (Tan et al., 2012; Guo et al., 2012a),
China, by combining a passive TMD with a two-stage damping level
and a compact AMD. Another example is the air traffic control tower
at Incheon International Airport on Yongjong Island, Korea (Park et al.,
2006).

Current research also explores advancing the passive MTMD concept
(Igusa and Xu, 1994; Kareem and Kline, 1995; Casciati and Giuliano,
2009) by implementing the active control of each individual TMD, re-
sulting in multiple active mass dampers to further improve the control
of the structure (Yang et al., 2017; Talib et al., 2019). Moreover, active
mass dampers are not limited to adding masses inside the buildings. Ka-
reem (1995) proposed using movable facades working as damping
systems to mitigate wind-induced loads. Moon (2009) extended the
approach by using double-skin facades. A recent contribution by Zhang
et al. (2022) conducted the optimization of a passive/semi-active vi-
bration control system using the concept of moving facades that can
be actively controlled and extending it by adopting parallel movable
connections that work as distributed dampers.

An alternative approach to systems based on translational mass is
using rotational masses. Gyroscopes (Yamada et al., 1997; He et al.,
2017; Curadelli and Amani, 2022; Nagarajaiah et al., 2022) consist of
rotating masses that generate a moment, which is a function of the an-
gular velocity, that is useful for stabilizing the response of the structure.
Depending on its orientation, it can be used to control the bending and
torsional responses of the structure. Twin rotor dampers (TRD) (Bdumer
and Starossek, 2016; Terrill and Starossek, 2022) consist of two masses
rotating in the opposite direction with a constant angular velocity with
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Summary of means to suppress wind-induced responses of buildings with application examples.

Means Type Method

Application

Passive Structural Stiffness and mass design

Structural optimization: Spence and Kareem (2014) and Aldwaik and Adeli (2014)

Inertial modification device

Tuned mass dampers (TMD): Ueda et al. (1992), Xu et al. (1992a) and Xie et al.
(2023)

Multiple tuned mass dampers (MTMD): Igusa and Xu (1994), Kareem and Kline
(1995) and Casciati and Giuliano (2009)

Tuned liquid damper (TLD): Kareem and Sun (1987), Xu et al. (1992), Reed

et al. (1998), Marivani and Hamed (2009) and Vilceanu et al. (2023)

Tuned liquid column damper (TLCD): Gao et al. (1997), Yalla and Kareem (2000)
and Di Matteo et al. (2017)

Movable facade damping system: Kareem (1995) and Moon (2009)

Stiffness modification device

Passive negative stiffness: Nagarajaiah et al. (2022)
Passive viscous dampers: Wang et al. (2015)
Passive friction dampers: Malhotra et al. (2020)

Aerodynamic Cross-section shape design

WT-based corners modification: Kwok et al. (1988), Tamura et al. (2005), Irwin
(2008), Tse et al. (2009), Tanaka et al. (2012), Kwok (2013) and Gu et al. (2020)
CFD-based drag minimization: Kareem et al. (2013), Bernardini et al. (2015),
Mooneghi and Kargarmoakhar (2016), Elshaer et al. (2017) and Ding and Kareem
(2018)

CFD-based performance constraints: Cid Montoya et al. (2021a) and Abdelwahab
et al. (2023)

3D shape design

Twinsting: Elshaer et al. (2016) and Kim et al. (2018)

Openings: Miyashita et al. (1993), Kim et al. (2017), Elshaer and Bitsuamlak
(2018) and Marsland et al. (2022)

Tappering: Kim et al. (2017) and Chen et al. (2021)

Facade design

Facade roughness and porosity: Belloli et al. (2014) and Skvorc and Kozmar
(2023)
Facade shape configuration: Pomaranzi et al. (2020) and Jafari and Alipour
(2021a)

Active Structural Stiffness control device

Active variable stiffness (AVS): Dong et al. (2011)

Semi-active magneto-rheological (MR) dampers: Spencer et al. (1997) and Baheti
and Matsagar (2022)

Semi-active electro-rheological (ER) dampers: Gavin (1998)

Semi-active friction dampers: Xu et al. (2001)

Active cable/tendon control: Yang and Samali (1983) and Reinhorn et al. (1987)

Inertial control device

Active mass damper (AMD): Kareem et al. (1999), Yamazaki et al. (1992),
Ricciardelli et al. (2003), Shi et al. (2012) and Zhou et al. (2022)

Multiple active mass dampers (MAMD): Yang et al. (2017) and Talib et al. (2019)
Semi-active tuned mass dampers (SATMD): Hrovat et al. (1983) and Ricciardelli
et al. (2000)

Semi-active variable stiffness tuned mass dampers (SAVS-TMD): Varadarajan and
Nagarajaiah (2011)

Semi-active tuned liquid dampers (SATLD): Abe et al. (1998)

Semi-active tuned liquid column dampers (SATLCD): Yalla et al. (2001) and
Balendra et al. (2001)

Semi-active movable facade damping system: Zhang et al. (2022)

Hybrid mass damper (HMD): Tan et al. (2012) and Demetriou and Nikitas (2016)
Active gyroscope stabilizer (AGS): Yamada et al. (1997), He et al. (2017),
Curadelli and Amani (2022) and Nagarajaiah et al. (2022)

Twin rotor dampers (TRD): Baumer and Starossek (2016) and Terrill and
Starossek (2022)

Aerodynamic Facade shape control device

Active cross-section: Ding and Kareem (2020) and Hareendran et al. (2023)
Active plates: Abdelaziz et al. (2021)

Active porosity and roughness: Karanouh and Kerber (2015) and Hou et al.
(2023)

Flow control device

Rotor for corner flow control: Kubo et al. (1993, 1996)
Suction and jets: Zheng and Zhang (2012) and Zheng et al. (2018)

the goal of creating a monofrequency harmonic force that can be used
to control the structural response.

All these systems require the implementation of active control
strategies through controllers so the structure can react to real-time
structural responses captured by sensors in accordance with a pre-
defined control policy (Spencer and Nagarajaiah, 2003; Datta, 2003;
Lewis et al.,, 2012). This task has been traditionally carried out by
model-based methods, which rely on accurately modeling structural
dynamics for its effective control (Casciati et al., 2012). Examples of
control algorithms include the linear quadratic regulator (LQR) (Yang,
1975), pole assignment (Abdel-Rohman and Leipholz, 1978), and slid-
ing mode control (Song and Gu, 2007), among others. Alternatively,
model-free control methods are more versatile, and they are not limited

by nonlinear dynamics modeling inaccuracies (Khodabandehlou et al.,
2018; Xie et al., 2020). Current research on inertial control of buildings
explores the implementation of reinforcement learning algorithms for
this task (Eshkevari et al., 2023; Zhang and Zhu, 2023; Gheni et al.,
2024).

3.2.2. Aerodynamic control in tall buildings

As in the case of long-span bridges, tall building aerodynamics
can be actively modified to control their aeroelastic performance, as
shown in Fig. 8. Some contributions were very recently published (Ding
and Kareem, 2020; Abdelaziz et al., 2021; Hareendran et al., 2023)
with solutions in this direction. Ding and Kareem (2020) proposed
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Fig. 8. Aerodynamic active systems in tall buildings: (a) Active facade of the Al-Bahr Towers, Abu Dhabi, UAE. Reproduced from Ref. Karanouh and Kerber (2015) with permission
of the Creative Commons Attribution License CC BY 4.0, ©2015; (b) Detail of the origami-like facade unit showing the role of the actuator. Adapted from Ref. Karanouh and Kerber
(2015) with permission of the Creative Commons Attribution License CC BY 4.0, ©2015; (c) View of the morphing facade system investigated through wind tunnel tests in Hou
et al. (2023). Reproduced from Ref. Hou et al. (2023) with permission from Elsevier, ©2023; (d) Detail of the plates used to control the building aerodynamics in Abdelaziz et al.
(2021). Reproduced from Ref. Abdelaziz et al. (2021) with permission from Elsevier, ©2021; and (e) Detail of the suction mechanism studied in Zheng et al. (2018). Reproduced

from Ref. Zheng et al. (2018) with permission from Elsevier, ©2018.

the development of autonomously morphing structures by combining
sensing systems, actuators, and computation so that the system assesses
the most efficient aerodynamic cross-section configuration based on the
information obtained by the sensing. The control strategies are based on
employing RL agents to predict the optimal shape for the data collected
from the distributed sensor network. The feasibility of combining CPS
with control policies was recently studied by Whiteman et al. (2021),
where a reduced-scale mechatronic aeroelastic model of a tall building
was successfully tested in a boundary layer wind tunnel to conduct the
tall building shape optimization by instantaneously introducing shape
modifications on the building cross-section. An interesting alternative
to actively control the aerodynamics of buildings without directly
changing the cross-section is the addition of external appendages, as
discussed for long-span bridges in Section 3.1.1. Abdelaziz et al. (2021)
studied the performance of plates installed in tall building corners
to improve the building aerodynamics, achieving reductions in the
oscillation amplitudes of 94%.

On the other hand, small-scale shape modifications can impact the
aerodynamics of the building by changing the porosity and roughness
of the facade. This approach was studied in Hou et al. (2023) by de-
veloping a smart-morphing-facade attached to the original facade with
a set of circular ducts equipped with a fixed base and a rotating part
that enables active control. Furthermore, while still needing further
development, origami-like structures (Filipov et al., 2015) are a suitable
alternative to advance dynamic facade techniques (Del Grosso and
Basso, 2010; Reis et al., 2015) that can impact the building aerodynam-
ics, as shown in the early application of the Al-Bahr Towers, Abu Dhabi,
UAE (Karanouh and Kerber, 2015). The mechanism controlling the
origami-like facade in the Al-Bahr Towers is based on single mashrabiya
dynamic units driven by a centrally positioned electric screw-jack linear
actuator that controls the shape of the triangular origami members, as
described in detail in Karanouh and Kerber (2015). As these structures
rely on actuators to control the changes in the origami’s shape, they
can also be under the threat of malicious actions.

Another alternative approach to control tall building aerodynamics
is to use flow controllers that impact the boundary layer and flow
separation and reattachment without changing the actual shape of the
building. The first proposal in this direction dates from the 1990s,
when Kubo et al. (1993, 1996) developed a system based on a rotor
installed in the building corner seeking to control the flow separa-
tion at the corner. Another approach is using suction to change the
aerodynamics of tall buildings. Zheng and Zhang (2012) studied the
effect on suction using CFD simulations and highlighted the impact of

10

the so-called suction flow coefficients. Zheng et al. (2018) conducted
wind tunnel tests on a reduced-scale aeroelastic model to verify the im-
provements achieved by the suction system in both the along-wind and
across-wind responses at the cost of increasing the torsional response.

3.3. Wind turbines

The energy sector is considered one of the critical infrastructure
sectors defined by the United States Department of Homeland Security
(CISA, 2020). Among the multiple energy sources available, only a few
require infrastructure that, due to their configuration and operation,
can be considered sensitive to wind loads. Wind turbines are the energy
harvesters with the highest sensitivity to wind, given the large size of
contemporary blades and slender towers that are currently reaching
heights up to 140 m.

According to the United States Energy Information Administration
(USEIA, 2022), wind energy is the renewable energy source with the
highest consumption share, reaching 10.3% of the share of total US en-
ergy consumption in 2022. The development and energy consumption
share of wind energy is expected to grow, which is evident from the
sector hiring tendencies (Keyser and Tegen, 2019). In Europe, accord-
ing to WindEurope.org (2023), the share of wind energy in electricity
demand was 31.5% on November 23, 2023. Furthermore, the European
Wind Energy Association predicts that the European wind energy share
will reach 50% by 2050 (European Wind Energy Association, 2019). It
must be noted that most of the current share is provided by onshore
wind farms with a share of 26.8%, while the current share of offshore
wind turbines is 4.7%. However, the European Commission is pushing
for the further development of offshore wind energy infrastructure
(European Commission, 2023).

These trends have led in the last decades to the quick development
of analysis methods (Bachynski et al., 2015; Bayati et al., 2016, 2017),
design techniques (Rosenberg et al., 2014), and vibration control tech-
niques (Njiri and Soffker, 2016; Xie and Aly, 2020). Similarly, the
operation and active control of these structures, including at the local
level (active dampers, active blades, etc.) and at the system level (wind
farm control), has been remarkably advanced in the last two decades
for both on-shore and off-shore farms. A summary of existing active
control and operation methods is reported in Table 4, and further
details are provided in the following subsections.
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Table 4
Examples of active control and operation systems in wind turbines and wind farms with application examples.

Scale Type Method Application

Turbine Structural Inertial control in tower and nacelles Active mass dampers (AMD): Fitzgerald and Basu (2013), Fitzgerald et al. (2018)
and Basaran et al. (2021)
Twin rotor dampers (TRD): Bai et al. (2021a)
Semi-active magneto-rheological (MR) dampers in nacelles: Martynowicz (2015)
Semi-active TMD with cables in towers: Rezaee and Aly (2018)
Active mass dampers in the nacelle of fixed offshore wind turbines: Brodersen
et al. (2016)
Semi-Active tuned liquid dampers in floating wind turbines: Coudurier et al.
(2015)
Hybrid mass dampers in nacelle of floating wind turbines: Hu and He (2017)

Inertial control in blades Active mass dampers in blades: Fitzgerald et al. (2013)
Cable connected active tuned mass damper (CCATMD) in blades: Fitzgerald and
Basu (2014)
Stiffness control in blades Active tendons: Staino and Basu (2015)
Active strut controller for damping: Svendsen et al. (2011) and Krenk et al.
(2012)
Aerodynamic Blade control Collective blade control Burton et al. (2001) and Gambier and Nazaruddin (2018)

Individual blade control for load reduction: Bossanyi (2003, 2005)

Farm Control goals Loads mitigation Fatigue minimization: Zhao et al. (2021)

Tower bending moment: Soleimanzadeh et al. (2012)

Energy extraction
Grid services and regulations
Multiple goals

Power maximization: Marden et al. (2013)
Targeting power demand: Hur and Leithead (2016)
Maximum power and minimum load: Soleimanzadeh et al. (2012)

Wake control Wake steering

Axial induction

Wake steering: Liew et al. (2015)
Dynamic induction control (DIC): Muscari et al. (2022)

3.3.1. Active structural control in wind turbine towers and nacelles

The first category of vibration control methods are those based
on actively controlling the structural or mechanical properties of the
tower, nacelle, or the tower-nacelle system. Active inertial control
devices are used to mitigate wind-induced vibrations in the same
way as in tall buildings, as discussed in Section 3.2.1. A straightfor-
ward approach is using active mass dampers commonly located in
the nacelle. Fitzgerald and Basu (2013) and Fitzgerald et al. (2018)
proposed the use of ATMD to control the vibrations of a wind turbine
tower. Basaran et al. (2021) investigated using active electromagnetic
mass dampers in the nacelle to mitigate vibrations. Moreover, AMD in
nacelles has also been used for fixed offshore wind turbines (Brodersen
et al,, 2016). An alternative approach to classical ATMD for tower
vibration control is using TRD, as proposed by Baumer and Starossek
(2016) and Baumer et al. (2018). Their implementation in wind turbine
towers was recently investigated by Bai et al. (2021a).

On the other hand, floating towers are under the influence of
waves, which further complicates the wave-wind-structure interaction
problem. Coudurier et al. (2015) proposed a passive and semi-active
control method for an offshore floating wind turbine using a tuned
liquid column damper located in the tower base. Hu and He (2017)
studied the performance of a hybrid mass damper in the nacelle to con-
trol wind- and wave-induced vibrations. A specific review of damping
systems for floating wind turbines can be found in Tian et al. (2023).

3.3.2. Active structural blade control

Blade vibrations can occur in the same plane of rotation of the
blades, which is known as in-plane vibration, and in the perpendicular
direction of the rotation plane, commonly defined as out-of-plane vibra-
tion (Fitzgerald and Basu, 2014). The first developments on structural
control of large and slender structures were developed in the aerospace
engineering field several decades ago (Meirovitch, 1977; Balas, 1978;
Goh and Caughey, 1985). Current control methods in modern wind
turbine blades consist of inertial and stiffness control devices. Active
inertial dampers are an effective technique to mitigate blade vibrations.
For example, Fitzgerald et al. (2013) studied using active tuned mass
dampers to control in-plane vibrations of wind turbine blades. An
alternative version to ATMD installed inside the blades is the use of
cable-connected active tuned mass dampers (CCATMD), as proposed
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by Fitzgerald and Basu (2014) and shown in Fig. 9(a). On the other
hand, stiffness control methods can be used to mitigate blade vibra-
tions. Svendsen et al. (2011) and Krenk et al. (2012) proposed using an
axial extensible strut near the root of each blade to introduce a bending
moment that controls the deflection of each blade. Later, Staino and
Basu (2015) investigated the effectiveness of active tendons located
inside the blade for controlling the blade vibrations. However, active
inertial dampers are the most widespread technique for blade vibration
control.

3.3.3. Active aerodynamic blade control

The most widespread wind turbine configuration consists of a three-
blade turbine with horizontal axis variable speed and variable blade
pitch because they allow for the optimization of power generation at
variable wind velocities. These turbines can work in five operational
modes depending on the wind velocity (Fragoso et al., 2017): (1) cut-
in, (2) partial load, (3) transition, (4) full load, and (5) cut-out. During
the partial load operation mode, the wind turbine seeks to maximize
power production by optimizing the pitch angle (Kumar and Chatterjee,
2016). Later, during the full load operation mode, the turbine produces
the maximum rated electric power, and the goal of the controller is to
limit this power by changing the pitch angle to avoid overloading the
wind turbine (Boukhezzar et al., 2007). After surpassing the high wind
cut-out limit, the wind turbine is powered down to avoid excessive
operating loads. This limit is typically about 20 or 30 m/s for large wind
turbines (Simani, 2015). In order to change from one operational model
to another and properly perform the turbine’s control in each operation
mode, the wind turbine blades are controlled, as shown in Fig. 9(b).
Collective pitch control can be performed to either maximize the energy
production or reduce the wind load, depending on the operational
mode (Burton et al., 2001; Manwell et al., 2009; Pao and Johnson,
2009; Gambier and Nazaruddin, 2018). Alternatively, Bossanyi (2003,
2005) proposed individual blade control to improve load reduction.

Specific cybersecurity risks for these systems involve changing the
intended use of the blades between different operational regions: (1)
during the partial load operational mode, cyberattacks can target dis-
ruptions in the energy production; (2) during the full load operational
mode, attackers can damage the wind turbine by increasing the load
through malicious blade control; and (3) delaying the high wind cut-out
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Fig. 9. Blade control in wind turbines: (a) Active control using cable connected active tuned mass dampers (CCATMD). Reproduced from Ref. Fitzgerald and Basu (2014) with
permission from Elsevier, ©2014; (b) Wind turbine controls and standard loops, including blade pitch control and torque control. Reproduced from Ref. Njiri and Soffker (2016) with
permission from Elsevier, ©2016; and (c) Blade structural control system consisting of an axial extensible strut located near the root of each blade. Reproduced from Ref. Svendsen

et al. (2011) with permission from Elsevier, ©2011.

limit, i.e., surpassing the maximum wind velocity, which would cause
relevant damage to the wind turbine.

3.3.4. Wind farms

Wind farm control is another field that can be under the threat
of cyberattacks. While the farm control (system level) is physically
executed on each wind turbine (local level), malicious actions on the
farm control can lead to damage to each individual turbine. Modern
wind turbines are controlled by the generator torque and the blade
pitch controller (Goit and Mayers, 2015), which was discussed in the
previous section. Hence, while this section does not provide more
information about the physical actuation at the wind turbine level, it
provides an overview of different potential malicious actions that can
be carried out to change the intended goal of the system to (1) affect
the energy production by the farm, and (2) damage one or multiple
individual turbines of the farm.

Wind farm safety and efficiency are major concerns in both onshore
and offshore wind farms (Barthelmie and Jensen, 2010), which are
conditioned by the ambient conditions (Doekemeijer and van Winger-
den, 2020; Hansen et al., 2011). Wind farm controllers (Spruce, 1993;
Stock and Leithead, 2022) seek to achieve these goals, and they can
be classified based on how these goals are formulated on the control
algorithm or strategy (Knudsen et al.,, 2015) as (1) structural load
mitigation (Zhao et al., 2021), (2) energy extraction maximization
(Marden et al., 2013), and (3) grid services and power regulations and
demand (Hur and Leithead, 2016). These goals can be managed in
hybrid control strategies seeking a balance between goals demanding
contradictory actuation policies by using multi-objective optimization
frameworks seeking the maximization of a goal, such as the power gen-
eration, and the minimization of other goals, such as the structural load
(Soleimanzadeh et al., 2012). Another classification can be made based
on the actuator method for wake control: (1) based on axial induction
(Muscari et al., 2022) and (2) based on wake steering (Liew et al.,
2015). Further classifications can be made based on the control concept
or model adopted (model-based, model-free, open-loop, closed-loop,
etc.) and the kind of control of the structure (distributed, decentralized,
and centralized). However, they do not have a major impact on the
cybersecurity of the system.

3.4. Solar panels

Another source of energy relying on wind-sensitive infrastructure
is solar photovoltaic (PV) panel trackers. Solar trackers consist of an
array of PV panels, as shown in Fig. 10(a), oriented to maximize the sun
energy captured (Aziz and Hassan, 2017; Racharla and Rajan, 2017).
Single-axis trackers (SATs) are a popular alternative due to their higher
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power generation compared to fixed-tilt arrays. According to Enslin
(1992), automatic tracking systems can increase the power generated
by up to 25%. Examples of SATs can be found in Al-Mohamad (2004)
and Mousazadeh et al. (2009). An advanced version seeking to track
both the solar inclination and the azimuth angle variation is the two-
axis solar tracker (Yao et al., 2014; Oh et al., 2015; Hoffmann et al.,
2018), as shown in Fig. 10(d). Multiple other configurations are possi-
ble (Hao et al., 2022). A comprehensive review of sun-tracking methods
can be found in Mousazadeh et al. (2009).

Active trackers are automatic systems composed of sensors, con-
trollers, and actuators that move the panels following one of the
following approaches (Hoffmann et al., 2018): (1) Trackers based on
optical sensors and microprocessors; and (2) Trackers based on date
and time controlled by a computer that calculates the solar position.
An example of the first approach is described in Al-Mohamad (2004),
where the PLC and the input-controller-output system are described in
detail, as shown in Fig. 10(c). This system relies on a PLC, so it can be
vulnerable to the cyberattacks described in Section 2.1.1.

The malicious control of solar trackers can be dangerous under
some wind conditions, given that wind loads are drastically impacted
by the panel’s tilt angle (Kopp et al., 2012; Ma et al., 2023; Enshaei
et al., 2023). Several studies have addressed the dependency of wind
loads on the tilt angle for several wind directions (Aly and Bitsuam-
lak, 2013; Irtaza and Agarwal, 2018; Abiola-Ogedengbe et al., 2015;
Strobel and Banks, 2014), as shown in Fig. 10(b). For this reason,
solar energy companies conduct wind engineering studies to analyze
the wind-resistant capacity of the arrays for the full range of tilt
angles permitted by the array and analyze its performance for several
aeroelastic phenomena (Young et al., 2020; Quintela et al., 2020;
Martinez-Garcia et al., 2021; Valentin et al., 2022). Moreover, solar
companies are currently developing approaches in collaboration with
wind engineering consultants to deal with wind load mitigation more
efficiently (Cherukupalli et al., 2022) and avoid catastrophic failures
of solar arrays, as the one investigated by Valentin et al. (2022), which
resulted in serious damage on the axis bar, PV modules, and supporting
frames (see Fig. 11). In view of the contemporary wave of cyberattacks
on CI and the potentially destructive effect of high wind events, it is
fundamental to address eventual cybersecurity issues in solar trackers
leveraged by the action of wind.

4. Potential attacks on CI equipped with OT/CPS

In this section, we analyze the effects of DoS and FDI focusing
on wind-sensitive structures and expand the study to introduce Wind-
leveraged False Data Injection (WindFDI), a new kind of cyberattack
where a natural hazard, the wind, is leveraged to significantly increase
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Fig. 10. Tilt angle control in PV panels: (a) Render of PV panels mounted on a single-axis tracker (Quintela et al., 2020); (b) Photo of the array layout of PV tunnels tested in the
Boundary Layer Wind Tunnel Laboratory at Western University at different tilt angles. Reproduced from Ref. Kopp et al. (2012) with permission from Elsevier, ©2012; (c) Block
diagram of the control system of a single-axis tracker controlled by a PLC. Reproduced from Ref. Al-Mohamad (2004) with permission from Elsevier, ©2004; and (d) Amplitude
of movements of a two-axis solar tracker. Reproduced from Ref. Hoffmann et al. (2018) with permission from Elsevier, ©2018.
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Fig. 11. Damage on a single-axis solar tracker due to wind-induced torsional load. Reproduced from Ref. Valentin et al. (2022) with permission from Elsevier, ©2022.

the affectations to physical structures. We start by describing a threat
model, which details the assumptions, circumstances, scenarios, as well
as the information needed to carry out a successful attack. Then, we
use our threat model to describe three different cyberattacks against
wind-sensitive structures.

4.1. Threat model

For the purposes of the attacks we will discuss later in this section,
we assume that wind-sensitive structures are equipped with different
kinds of CPS to control the wind-induced responses, as discussed in
Section 3. Since this research effort aims to define criteria for designing
and evaluating active control systems, we discuss the attack planning
depending on the available information about the structural system and
wind conditions. Also, in order to develop efficient cyberdefenses, the
architecture behind all potential cyberattacks that the CPS installed
on wind-sensitive structures can suffer must be investigated. Next, we
classify the potential cyberattacks to wind-sensitive structures by using
the following criteria: (1) kind of affectation based on the actuation
or nature of the CPS; (2) attack scenarios depending on the available
data to plan the attack; and (3) kind of cyberattack depending on the
formulation of the actuation on the CPS.
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4.1.1. Kind of affectations enabled by the CPS

A first classification can be made depending on the expected affec-
tations to the CPS based on the kind of actuators involved, which will
later condition the cyberattack planning and the development of appro-
priate cyberdefenses. With that in mind, the following classification is
proposed:

* Mechanical affectations involve using any actuator able to modify
the stiffness and inertial properties. This includes the ICS listed
in Section 3, such as AMDs. These active systems are very gener-
alized in the case of tall buildings and wind turbines, and AMDs
are also getting more popular in long-span bridges.

Aerodynamic affectations entail controlling an actuator capable of
changing the aerodynamic properties of the structure, such as
active facades, winglets, barriers, etc. Active systems are very
common in wind-mill towers (Bossanyi, 2005; Kumar and Chat-
terjee, 2016) and solar panel arrays (Mousazadeh et al., 2009).
Some applications can be found for long-span bridges, such as
the automatic wind barriers of the Xihoumen Bridge (Yang et al.,
2022), and multiple systems are currently being investigated (Gao
et al., 2021). Applications in tall buildings are currently being
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developed (Ding and Kareem, 2020; Chang, 2020; Hou et al.,
2023).

4.1.2. Cyberattacks scenarios: The role of knowledge in the cyberattack
plan and its impact on cyberdefenses

While the target and kind of actuation needed to perform a cyberat-
tack to some CI described in Section 3 are more or less straightforward,
planning an attack on wind-sensitive active structures is not obvious
from both the perspectives of computer science and civil engineering
experts, since these attacks must be adapted to the specific charac-
teristics of each structural systems. In this context, knowledge about
the structural system and insider information is crucial for the defi-
nition of the cyberattack, and, consequently, for developing efficient
cyberdefenses. The importance of insider knowledge was highlighted
after the Stuxnet cyberattack, as highlighted in Fildes (2010): “...with
the forensics we now have it is evident and provable that Stuxnet is a
directed sabotage attack involving heavy insider knowledge...”. With
that in mind, the data required for planning the attack properly include:

« Mechanical information of the structure, i.e., dimensions, natural
frequencies, mode shapes, etc.

Local wind data, including wind velocity, wind direction, return
periods of moderate and extreme wind events, turbulence charac-
teristics, non-synoptic features, effects of the surrounding terrain,
build environment, and other obstacles, etc.

Aerodynamic properties and aeroelastic performance enable the
attack’s design.

Information about the CPS that permits the actuation of the target
structure. This includes its effect on the structure’s mechanical
and aerodynamic properties, depending on the kind of actuation.

Hence, four kinds of attack scenarios are considered depending on
the previous information available and how the required information
about the target is acquired to execute the attack.

+ Informed cyberattack. Informed attacks are characterized by the
availability of all required information for the full plan of the
cyberattack before its execution, which makes it unnecessary
to obtain information from any sensor. Consequently, the only
sensor/actuator that needs to be hacked is the CPS. The CPS will
be controlled to change the mechanics and/or aerodynamics of
the target structure pursuing the increase of the wind-induced
excitation as planned from the information available beforehand.
The process is conceptually described in Fig. 12, independently of
the kind of actuator (CPS). As shown in this figure, all information
about the structural system, wind, and CPS is available, and
specific models can be built to model the entire system or create
a digital twin of the target structure if needed. This includes
finite element models (FEM) for the structural behavior, CFD
simulations for the aerodynamic analysis, control models of the
CPS, and aeroelastic models to anticipate the behavior of the
structure under the attack.

Uninformed cyberattack. The opposite case can be defined as unin-
formed cyberattacks. These attacks are planned without enough
previous information about the target structure, so it is required
as part of the attack to acquire information from weather stations
and the SHM system from the target structure, postprocessing
the data, planning the attack based on the extracted data, and
hacking the CPS capable of modifying the inertial or aerody-
namic characteristics of the structure. Fig. 13 presents a flowchart
describing the phases involved in the process. First, wind data
must be extracted from weather stations to build a wind model
that permits planning the actions of the CPS. Then, the SHM
system needs to be hacked to extract the responses of the structure
under different wind scenarios. Using the wind data and structural
performance, input-output models can be trained to emulate the
responses of the target structure. Also, the CPS may need to be
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Table 5
Summary of different kinds of cyberattack scenarios depending on the attacker’s
knowledge of the properties of the target structure.

Cyberattack Information Knowledge

Available through FEM models

Structural dynamics

Informed

Wind modeling Available through accessible

weather stations

Aeroelastic performance Aeroelastic models with enough

information to plan attacks

Structural dynamics Require hacking SHM system at

Uninformed the target

Wind modeling Require hacking weather stations

at the target
Aeroelastic performance Require hacking SHM system at

the target under wind conditions

Combination of informed and
uninformed. It requires extracting
data.

Hybrid

Blind Random attack with insufficient
information. It does not require

extracting data.

hacked to learn about the effects of the actuation on the structure.
All this information must be extracted before the cyberattack
on the actuator is carried out, which involves developing more
complex and longer attacks.

Semi-informed (Hybrid) cyberattack. Halfway between informed
and uninformed. Some information is available. Still, some infor-
mation is required from the sensors of the structure.

Blind cyberattack. The information available is incomplete and
insufficient to develop an optimized cyberattack plan properly.
However, this kind of attack is planned with limited information
available, and no further information is intended to be extracted.
The potential damage is more limited, and it is not possible to
define an optimal attack due to the lack of information. However,
this random attack can still be very disruptive, and its implemen-
tation is easier and faster as it does not require learning from the
structural system or developing a detailed plan.

Table 5 summarizes the main characteristics of these attacks, which
condition the systems that must be hacked to perform the attack.
Depending on which scenario we are in, the attack requires hack-
ing different systems, so the design of the defenses must be adapted
accordingly to avoid the success of the cyberattacks.

- In an informed scenario, there is no need to extract data from
the structure since all the required information is assumed to be
available. The attack can be fully designed remotely, and the only
system required to be hacked is the cyber-physical system to carry
out the actuation. Blind attacks can also be classified into this
category, as no further information about the target structure is
required.

In an uninformed scenario, a large set of data is required to plan
the attack, which involves hacking a large number of sensors
in the structure and then attacking the cyber—physical device.
Uninformed attacks must be developed based on the OT/CPS
installed in each target, focusing on each SHM system to extract
the required information. Details about SHM systems installed in
longs-span bridges can be found in the literature, for instance,
for the Golden Gate Bridge (Abdel-Ghaffar and Scanlan, 1985;
Kim et al., 2007), the Zhanjiang Bay Bridge (Cao et al., 2010),
the Sutong Bridge (Wang et al., 2020), Second Jindo Bridge (Jo
et al.,, 2011), or the First Bosphorus Bridge (Bas et al., 2017),
among others. In the case of tall buildings, an extensive literature
is also available. Some examples are the Burj Khalifa (Abdelrazaq,
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Fig. 12. Conceptual flowchart describing an Informed Cyberattack to a generic long-span bridge equipped with either a mechanical (inertial) or aerodynamic (shape) CPS for

mitigating wind-induced loads.
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Fig. 13. Conceptual sketch of an Uninformed cyberattack using as an example the OT (SHM & CPS) of the Ping-An Finance Center, China (Zhou et al., 2022; Zhou and Li, 2022).
The mechanical CPS is an active mass damper (AMD). (a) General view of the PAFC; (b) Flowchart of the Uninformed Cyberattack, including data extraction. Subfigures reproduced

from Ref. Zhou and Li (2022) with permission from Elsevier, ©2022.

2012; Kijewski-Correa et al., 2013; Arul et al., 2020), the Ping-An
Finance Center (Zhou et al., 2022; Zhou and Li, 2022), the Canton
Tower (Guo et al., 2012b), the Guangzhou New TV Tower (Ni and
Zhou, 2010), the Shanghai Tower, (Wu et al., 2021) and several
buildings in downtown Chicago (Kijewski-Correa et al., 2006).

4.2. Cyberattacks on wind-sensitive smart structures

The nature of active countermeasures to mitigate wind effects on
structures give place to three different kind of attacks: (1) Denial of
Service (DoS); (2) False Data Injection (FDI); and (3) Wind-leveraged
False Data Injection (WindFDI). The first two kinds of attacks have been
applied in other fields (Zambrano et al., 2021), while the third one
is described in this study for the first time as a new potential threat
that can lead to the collapse of the structure. Table 6 summarizes the
main characteristics of these attacks, which will be defined in detail
in Sections 4.2.1 to 4.2.2 and 4.2.3. Their descriptions are compared
by contrasting three relevant characteristics: (1) Temporality, which
describes when this attack can take place; (2) Applicability, which deals
with what kind of active systems are subject to this kind of attack and
why; and (3) Effectiveness, which quantifies the potential damage that
the attack can cause to the wind-sensitive structure.
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The potential effect of these attacks is conceptually described in
Fig. 14 for a bridge deck equipped with active flaps based on the
study by Li et al. (2022). While the right use of the flaps permits the
mitigation of the wind-induced response (green line), the misuse of
active systems can deny the excitation mitigation (gray line, blocking
the use of the flaps, DoS) or even worsen the wind-induced response
(red line, misusing the flaps to increase the wind-induced excitation,
FDI), potentially leading to instabilities that can cause the collapse of
the structure. FDI attacks can be randomly executed to increase the
excitation of the structure. However, the impact of FDI can be leveraged
by defining the optimal control that maximizes the damage to the
structure by harnessing the aerodynamic forces, giving place to the
WindFDI.

4.2.1. Denial of Service (DoS)

A Denial of Service attack disables the OT/CPS, leaving the target
structure without the benefits of the active control system. The DoS
attack can block the operation of only some specific actuators or all
of them. This attack does not cause any direct damage to the target
structure. The structure is only damaged if the attack is executed
during a natural hazard that requires a mitigation action by the blocked
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Fig. 14. Graphical explanation of the potential effect of cyberattacks (DoS and WindFDI) on a bridge deck equipped with flaps compared to the optimal control pattern reported

in Li et al. (2022).

Table 6
Summary of different kinds of cyberattacks comparing their temporal and physical
applicability and potential damage.

Cyberattack Characteristic Description
Temporality During the action of extreme natural hazards
DoS Applicability All active systems
Effectiveness Structural response without active system
Temporality Always
FDI Applicability Only massive CPS whose movement can impact
the target structure
Effectiveness Structural effect of moving the CPS
Temporality Under frequent winds capable of amplifying
WindFDI structural excitation
Applicability All active systems

Effectiveness Extreme amplification of wind effects.

Potentially destructive.

actuator. Hence, it is opportunistic since its effect is conditioned to the
occurrence of the natural hazard.

From a mathematical perspective, the definition of an optimal DoS
attack consists of maximizing the damage (D (JrDos, w)) caused by the
natural hazard during the execution of the DoS attack. Hence, the
main goal is identifying which actuator should be blocked to cause the
highest damage, which can be formulated as follows:

find : wpg = (ﬂ',-), i=1,....,n

maximize : D (xp,g, w) @

subject to :
7, €{0,1} Vi=1,...

.h

where g is the vector containing the DoS attack policy of the
actuators controlled by the adversary, which is an n-dimensional binary
vector that indicates what actuators the adversary will disconnect. w
is the weather scenario, which includes the wind speed, direction,
turbulence characteristics, etc., and » is the total number of exist-
ing actuators. The weather scenario is fundamental for defining the
optimum attack, given its influence in the response of any kind of wind-
sensitive structures (Doekemeijer and van Wingerden, 2020; Hansen
et al., 2011).

This attack can be implemented in several ways, including energy
cuts, software service denials, blocking specific actuators, and oth-
ers. Its effect on the wind-sensitive critical infrastructure discussed in
Section 3 is straightforward in several cases. A good example is the
problem described in Fig. 14 when the bridge-flap system is under a
DoS attack. As the flaps of the deck-flap system are blocked, there is
no longer an active mechanism capable of mitigating the wind-induced
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responses available, which may increase the response or even lead to
divergence in some wind scenarios. A similar effect would be caused by
denying the activation of active inertial systems in tall buildings and
towers. A critical example would be denying the cut-out operational
mode in wind turbines when the local wind surpasses the maximum
wind velocity (see Section 3.3.3), which could cause serious damage to
the wind turbine.

4.2.2. False Data Injection (FDI)

Besides blocking the actuators to deny their capacity to mitigate
wind loads, CPS can be maliciously used to damage the target structure
using only their own actions. A malicious policy mpp; can be defined
seeking the maximization of the damage D (mpp;) considering not only
how many actuators must be controlled but also the specific action
in terms of movements they will perform during the execution of the
attack. This kind of attack does not depend on the weather; hence, it
can be executed at any time, regardless of wind conditions. The FDI
attack can be formulated as:
find:n'pDI=(7ri), i=1,...,n @
maximize : D (nFDI)
where mpp; is the vector containing the FDI attack policy of the actua-
tors controlled by the adversary, which contains the actuation pattern
for each actuator i, and # is the total number of existing actuators. The
damage maximization problem is only a function of the policy zpp,
which is designed and executed independently of the weather scenario
w. This attack aims to excite the structure by carrying out harmonic
motions with the CPS that match the natural frequencies of the target
structure, seeking a resonant amplified response. The effectiveness of
this attack is conditioned by the kind of CPS, its relative mass with
regard to the target structure, and its capacity to excite the target
structure with the allowed movements. This attack can be very effective
using inertial control systems in tall buildings and towers. However, it
may be ineffective for aerodynamic CPS, such as the flaps used in the
problem described in Fig. 14 without the action of wind.

4.2.3. Wind-leveraged False Data Injection (WindFDI)

The Wind-leveraged False Data Injection attack seeks to exploit all
the potential damage that a CPS can create on the target structure by us-
ing the wind as an “external help” to increase the attack’s impact. This
cyberattack is planned to pursue the opposite goal of control theory
(Wilde and Fujino, 1998): maximize the wind-induced responses (dam-
age) D (myinarpp w) instead of mitigating the wind-induced responses.
This can be achieved by taking advantage of the positive feedback of
the wind loads and the CPS action. The effectiveness of the attack
relies on the wind conditions w, and can be carried out under frequent
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winds or even daily winds as long as they permit the amplification of
the structural response. Hence, it can be classified as an opportunistic
attack since its performance depends on the weather scenario. The
mathematical formulation of the WindFDI attack is an optimization
problem seeking to identify the optimum policy that maximizes the
structural damage:

find : mywiqrpr = (7;:;), i=1,...,n

. 3
maximize : D (”WindFDI’ w)

where my;i,qppr 1S the vector containing the WindFDI attack policy for
each actuator controlled by the adversary leveraging the external load
of the wind. It is a function of the weather scenario w, since for each
wind velocity, direction, and turbulence characteristics, the optimum
policy my;,qrp; may be different.

The WindFDI attack concept is clearly explained in Fig. 14, where
it can be seen that the operation of the flaps can be intentionally
changed to increase the amplitude of the bridge deck oscillations (red
line) instead of decreasing them (green line). The attack plan can be
defined by using the analytical expressions for the self-excited forces
as a function of the control parameters, such as each flap oscillation
phase and amplitude. For instance, taking advantage of the dependency
of the flutter derivatives values with the flap phase ¢, the control policy
can be defined by the flaps phases vector as my;,qpp; = @. Hence, the
optimization problem formulated in Eq. (3) will identify the optimal
combination of ¢ that maximizes the bridge response by means of
variations in the value of the flutter derivatives. A specific example is
reported in Section 5.4 where a WindFDI attack is planned based on
the data reported by Cobo del Arco and Aparicio (1999).

5. Proof of concept: Quantifying cyberattacks-induced damage

In Section 3, we identified multiple cases of CI equipped with
CPS/OT that can be under the threat of cyberattacks and discussed
the potential damage in a qualitative way. In the present section, we
provide some results based on data available in the literature that help
us to quantitatively analyze the potential damage the aforementioned
cyberattacks can cause on smart structures under the action of wind.

5.1. Example #1: Denial of Service (DoS) of aerodynamic control devices
in bridges

Denial of service (DoS) attack on active flow modifiers is one of
the most straightforward attacks given its similitude with the safety
issues due to active systems failure or power outages. The potential
damage of these attacks can be found in multiple contributions in
the literature studying the effect of uncontrolled active devices. A
good example is the study by Sangalli and Braun (2020), where three
application cases consisting of bridge decks with active winglets are
studied numerically. It is important to bear in mind that the effect of
denying the regular service of active countermeasures is not limited to
increasing the amplitude of the response but can also eventually lead
to flutter instability. That is the conclusion of the example shown in
Fig. 15, where it is clear that the rectangular deck cross-section suffers
divergence in a no-control scenario.

The same concept can be applied to flexible structures equipped
with AMD, such as the bridge deck equipped with AMD reported
in Korlin and Starossek (2007) where the uncontrolled configuration
of the AMD reduces the critical wind speed by 16.5%. Chang (2020)
reported a case where an uncontrolled AMD led to the divergent verti-
cal accelerations of a bridge deck under a constant external force. These
examples highlight the high impact of DoS attacks when wind-sensitive
structures equipped with active mitigation systems are without control.
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5.2. Example #2: Denial of Service (DoS) of multiple aerodynamic control
devices in bridges

Another interesting case directly related to planning DoS attacks
involving multiple controllers can be found in Kwon and Chang (2000).
This study analyzes the effect of the failure of individual controllers
along the deck on the flutter velocity of the bridge. This shows the
optimal DoS planning process involving multiple controllers formulated
in Eq. (1). Fig. 16 compares the performance of the bridge when fully
controlled (normal performance without any cyberattack, showing a
flutter velocity of about U & 52m/s), with some controllers not work-
ing (not optimal DoS attack on individual controllers, flutter velocity
in the range Uy ~ [46 —49] m/s), and without any control (full DoS
attack blocking all controllers, U, ~ 39 m/s). In this case, it is clear
that the optimal DoS consists of blocking all the controllers. However,
the optimal DoS attack must be specifically formulated for each target
structure.

5.3. Example #3: Denial of Service (DoS) of inertial control devices in
buildings

A similar effect can be caused by denying the service of active
inertial modification devices. The paper by Yalla et al. (2001) studies
the effectiveness of several control algorithms for their implementation
in the control of semi-active tuned liquid column dampers (SATLCD)
and reports the results of a multi-degree-of-freedom (MDOF) building
sketched in Fig. 17(a) and (b). Fig. 17(c) compares the results adopting
several control strategies and without control, or, equivalently, under
a DoS attack. It can be seen that the amplitude of the response under a
DoS attack can be increased up to 5 times compared with the passive
control response and much more compared to the controlled response.

5.4. Example #4: WindFDI to a bridge with active winglets seeking the
flutter onset anticipation

A clear example of the potential damage of a WindFDI cyberattack
can be deduced from the information reported in Cobo del Arco and
Aparicio (1999). This reference examines the influence of aerodynamic
appendages on the wind stability of box-girder suspension bridges
and studies the influence of the out-of-phase angle ¢ between the
movements of the winglets and the girder. Following the assumption
and equations summarized in Section 3.1.1, the flutter derivatives of
the winglet-deck system can be expressed analytically as a function
of their size and movement, and then the flutter instability can be
easily assessed. Cobo del Arco and Aparicio (1999) reported several
cases where controlling the winglets considerably increases the flutter
and aerostatic stability critical wind velocities. For instance, Fig. 18
compares the performance of a deck without any kind of flaps or
winglets (black line) and with active winglets adopting different values
of the phase angle ¢ (blue and red lines). The cases shown in blue
(@ =0°,30°,60°, and 90°) show the benefits of adopting active control
of the winglets. By taking a value of frequency ratio y, = w,/0, =
2.25, similar to some of the bridges reported (Bartoli and Mannini,
2008), such as the Bosporus (7, = 2.29), Akashi (y,, = 2.34), Tsurumi
(7, = 2.39), and Normandy (y,, = 2.27), or the cable-stayed bridge used
in Cid Montoya et al. (2018a) (y,, = 2.27), it can be easily seen the
effects on the flutter velocity. For instance, imposing a phase of ¢ =
0° (blue continuous line) increases the value of the non-dimensional
flutter velocity § = 2U,/Bw,, from 5.78 to 9.98; this is, an increase of
about 73%.

However, in particular cases, the malicious use of the active winglet
can lead to catastrophic scenarios. The bad performance of the winglets
under some phase angles was highlighted in Cobo del Arco and Aparicio
(1999): “The importance of the election of the phase angle is stressed when
looking to the results obtained with ¢ = —30°, ¢ = —60°; observe that a
wrong election in the phase angle may cause the instability of the structure
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Fig. 15. Potential divergent response on bluff bodies equipped with active winglets due to a DoS cyberattack. Figures reproduced from Ref. Sangalli and Braun (2020) with
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uncontrolled responses. Figures reproduced from Ref. Yalla et al. (2001) with permission from Elsevier, ©2001.

at a wind speed lower than in the normal case”. Indeed, by adopting
a phase lag of ¢ = 60° (red continuous line) involves reducing the
index g from 5.78 to 2.87, which means reducing the critical flutter
velocity of the structure to half its original value. This reduction in any
long-span bridge worldwide may lead to instabilities under winds with
very low return periods, demonstrating the effectiveness of WindFDI
cyberattacks presented in Section 4.2.3. For instance, the Jiangyin
Bridge, China, a single-box suspension bridge with a main span of 1385
m, a frequency ratio of y,, = 2.05, and a critical wind velocity of 67 m/s
(Yang et al., 2011), could have dropped its critical flutter velocity to
around 33 m/s if winglets were installed and maliciously used under a
WindFDI attack.

Furthermore, it must be highlighted that even lower values of
beta could be found by adopting the formulation presented in Eq. (3)
(Section 4.2.3), which can be reformulated for this specific application
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case by seeking the minimization of the value of g by optimizing the
phase ¢ as:

find : @winarpI

minimize : f ((pwindFDl)

4

Another example of the potential damage that a WindFDI can cause
to the flutter stability of a bridge deck can be deduced from the
results of the experiments conducted by Hansen et al. (2000), where
some specific winglet configurations dropped the critical wind velocity.
Also, the case reported by Kwon and Chang (2000) and discussed in
Section 5.2 only shows the potential effect of a DoS attack. However,
taking control of the winglet controllers and applying a WindFDI attack
may further increase the potential damage to the cable-stayed bridge.
These examples clearly highlight the potential damage that malicious
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Fig. 18. Potential damage on bridges equipped with winglets caused by a WindFDI
cyberattack based on the studies reported in Cobo del Arco and Aparicio (1999).

use of active systems can create on wind-sensitive structures by using
the external help of wind loads, as envisioned for WindFDI attacks.

6. Towards attack-resistant smart structures: Development of cy-
berdefenses

While it is theoretically (and practically) impossible to eliminate
the possibility of cyberattacks in structures equipped with OT/CPS,
engineers must improve their designs and develop cyberdefenses to
try to avoid cyberattacks and reduce their impact on CI. With that in
mind, this section starts by describing a risk assessment framework,
such that the most impeding risks, e.g., the potential occurrence of
a WindFDI attack, can be objectively identified and assessed. Later, a
series of mitigation techniques, described in the reminding subsections,
can be deployed as a result, in an effort to avoid, mitigate, and limit
the capabilities of cyberattacks specifically tailored for CI.

6.1. Risk management framework

So far, one of the main risks considered in active systems was power
outages that prevented CPS from carrying out their job of improving the
wind-induced responses of the structures. However, the growing num-
ber and level of sophistication of cyberattacks demand a more extensive
risk management plan, including multiple formats of cyberattacks, such
as those described in Section 4. Fig. 19 shows a graphical depiction
of a risk management framework adapted from the one provided for
Critical Infrastructure by the United States Cybersecurity & Infrastruc-
ture Security Agency (CISA, 2020). The framework combines different
elements that are relevant to the CI field, e.g., physical, cyber, and
human. The initial step (Fig. 19, 1) involves an in-depth analysis of the
wind-resistant structures, so the proper defense goals can be identified,
e.g., preventing the WindFDI attack described in Section 4.2.3. Next,
the second step (Fig. 19, 2) involves the identification of the CPS
components that may be the subject of attacks, i.e., the targets, such
as sensors, actuators, etc. This step may also include the identification
of network protocols, interfaces, etc., as well as any relevant human
domain-specific positions, a.k.a., roles, e.g., operators, engineers, secu-
rity officers, etc. Next, the third step (Fig. 19, 3) is concerned with
analyzing and assessing the potential risks considering the goals and
the state of the overall infrastructure as determined in previous steps.
As an example, the potential occurrence of a WindFDI attack can
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be considered a big risk in geographical zones prone to high winds
during most of the year, e.g., Corpus Christi, Texas, USA. The next
step (Fig. 19, 4) involves the design, deployment, and maintenance of
techniques to manage and mitigate the risks just identified. The next
Sections 6.2, 6.3, 6.4, and 6.5 provide a series of interesting ideas on
how to effectively achieve such a goal. Finally, the last step (Fig. 19, 5)
deals with techniques, left for future work, to evaluate the effectiveness
of the proposed risk mitigation techniques.

6.2. Redundancy

A redundant system is a secondary system implemented in parallel
to the primary system that serves as a backup in case the primary
system fails. Hence, redundancy can be defined as a strategy to enhance
the reliability of a system by doubling or even tripling some specific
critical components. This approach has a long tradition in aerospace
engineering to increase aircraft safety against the failure of vital sys-
tems (Osder, 1999). Common applications can be found for information
processing systems (Lala and Adams, 1989), redundant sensors for fault
isolation (Pejsa, 1974), and flight control (Bosch and Kuehl, 1977;
Collinson, 1999). This approach is very effective and could be an
efficient alternative to address cybersecurity concerns for OT installed
in critical infrastructure (Bihary, 2020). However, the nature of some
CPS used for wind-sensitive smart structures, sometimes involving large
lumped masses, unduplicable actuators, or unreachable implementation
costs, can make this approach an unfeasible alternative in some cases.

6.3. Moving target defense

Moving Target Defense (MTD) (Jajodia et al., 2011; Rubio-Medrano
et al., 2017) is a well-known cybersecurity defensive technique aimed
at protecting cyber-infrastructures by complicating the initial recon-
naissance phase that is typically carried out before an attack to ob-
tain valuable information, e.g., the uninformed attacks described in
Section 4.1.2. In such a scenario, an MTD approach would include
implementing a series of continuous, pre-scheduled changes in the
configuration settings, i.e., moving, of sensors and actuators, i.e., the
targets of a potential attack. This way, any information obtained by
attackers, e.g., the IP address of an installed actuator, may be only
valid for a limited period of time, before it is renewed as a part of
the next cycle of MTD-inspired reconfigurations. Referring to Sections
4.2.1, 4.2.2, and 4.2.3, having access to the current IP address of an
actuator is crucial for the DoS, FDI, and WindFDI attacks to succeed, as
it allows for the target actuator to receive the malicious payload sent
by an attacker. Therefore, continuously changing such an important
configuration parameter may potentially deter the occurrence of a
successful attack.

6.4. Intrusion detection systems

Installation of secondary systems to track the structural performance
of the critical structure and identify eventual malicious actions. These
can be physical or software-based systems:

+ Physical detection: Installing a secondary, isolated system to
monitor the structural performance in parallel to the primary
system to identify unintentional or intentional anomalies. Fig. 20
shows a conceptual sketch of a primary system (in black) that
is complemented by a secondary system (in blue) with the only
goal of tracking the right behavior of the primary system. While
similar to redundancy, this secondary tracking system does not
perform the same function as the primary system; its only goal is
the real-time verification of the primary system’s performance. If
an attack is detected, counteractions can be activated.
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+ Software-based detection: Detecting intruders in CPS has been
largely studied in the literature (Mitchell and Chen, 2014). Re-
cently, approaches leveraging Deep/Machine Learning (DL/ML)
(Li et al., 2021) have been proposed. The idea is to construct a
DL/ML model of the CPS cyber-infrastructure part, such that a
well-defined, fine-grained description of the normal behavior of
the system is obtained. As an example, to prevent the WindFDI
attack described in Section 4.2.3, a DL/ML model would take into
account the effect of the wind under different circumstances based
on the geographical location and the time of the year.

6.5. Cyber-secure aero-structural design of CI equipped with OT/CPS

6.5.1. Sensitivity of target’s response to control devices properties

The effectiveness of cyberattacks on wind-sensitive CI equipped
with OT/CPS can be limited by tailoring the CPS seeking to minimize
their damage in scenarios of malicious use. The applicability of this
approach is evident by analyzing the data reported by Sangalli and
Braun (2020), where it can be seen that the damage caused by the un-
controlled winglets (equivalent to malicious use) is drastically changed
depending on the winglet shape-dependent aerodynamic properties.
Fig. 21 shows the effect of adding two sets of winglets with different
shapes to the deck cross-section of the Great Belt and the consequence
of losing their control on the bridge response. It can be seen that the
amplitude of the response without control (i.e., under a DoS attack) is
drastically different depending on the airfoil section adopted. Hence, a
deck equipped with NACA 0012 winglets would be less sensitive to an
eventual DoS attack. Consequently, a design including winglets with a
NACA 0012 shape is more cyber-secure than one equipped NACA 0021.
This fact opens the door to tailoring CPS to minimize the potential
damage of cyberattacks.

6.5.2. Cyber-secure aero-structural design

From the design perspective, the existence of a new design scenario
(the cyberattack) changes the way active systems for wind-induced load
mitigation must be designed. Active systems are currently designed to
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maximize their effectiveness in mitigating aeroelastic responses or, in
other words, in minimizing the aeroelastic responses of the structure
since this is their ultimate goal. However, it can be generally stated
that the higher their influence on the flow features around the structure
(e.g., larger mass in an AMD, larger size of winglets, etc.), the higher
their capability to damage the structure under a cyberattack. Hence, to
reduce the potential damage that an active system under attack can do
to the structure intended to protect, active systems must be designed
to improve the aeroelastic response only up to a given threshold, de-
pending on the structure requirements. In other words, the design goal
of active systems considering cybersecurity design specifications must
pursue the maximization of its mitigating capabilities (minimization of
aeroelastic responses of the structure), assuming an optimum control
strategy, and minimizing its potential damage to the structure under a
cyberattack, assuming an optimum cyberattack plan. These goals are
the ones identified in Fig. 19 (1) and (3) as goals and risks. The design
problem can be formulated as:

find :x=(x;), i=1,...,G

minimize : f (x) = (fj (x)), j=1...,N

subject to : (5)
g(x)= (g () <0, k=1,....K

x[LSx,-leU, i=1,...,G

where x is the vector containing all design variables that define the
mechanical or aerodynamic control device (e.g., the mass of an AMD,
size and shape of a winglet, etc.), f is the vector of objective functions,
and g stand for the list of design constraints that control the perfor-
mance of the system. G, N, and K stand for the total number of design
variables, objective functions, and design constraints, respectively. The
lateral constraints or the problem involve lower bounds x* and upper
bounds xV to the value that each design variable x; can adopt. The goal
is to minimize all the objective functions included in f, which typically
conflict between them and require contradictory modifications on the
set of design variables x. Hence, it is required to obtain the set of
design variables, known as the Pareto set of design variables x*, which
represent designs that when any design variable is modified to improve
any objective function, it worsens, at least, any other objective function.
Hence, when minimizing the objective functions, the problem has the
mathematical property that there is no design x that accomplishes:

i< f(xP). j=1,....N
and

(6)
g(x) = (gk (X)) , j=1,...,N, for, at least, an objective function

where x? stand for the Pareto set of design variables, and f (x*) is the
Pareto front. Further details can be found in Arora (2011) and Hernan-
dez (2010). The Pareto front can be obtained using multiple techniques,
for instance, the classical weighted sum method (Marler and Arora,
2010) or the weighted min-max method, among others (see Marler and
Arora (2004)).

The Pareto front for the two objectives considered in this problem
(aeroelastic responses R,, and aeroelastic response under cyberattack
R() is graphically shown in Fig. 22, where some particularities of this
specific problems can be identified. The structural aeroelastic response
in regular service without cyberattacks is represented in the horizontal
axis, while the vertical axis shows the potential cyberattack-induced
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Fig. 21. Sensitivity of the deck-flap system response to the uncontrolled aerodynamic control device shape based on the data reported in Sangalli and Braun (2020). Reproduced

from Ref. Sangalli and Braun (2020) with permission from Elsevier, ©2020.
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Fig. 22. Conceptual description of the multi-objective design problem of active
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loads. On the right side of the figure, a vertical line indicates the
transition from passive countermeasures, where there is a high aeroe-
lastic response and no potential cyberattacks, to active systems, which
permits surpassing the inherent limit of passive countermeasures for
further reducing the aeroelastic response in regular service at the cost of
creating a margin for potential cyberattacks. As the active systems be-
come more effective, their capacity to mitigate the aeroelastic response
in service is higher. However, active systems with high capabilities
to change the flow features or the target’s mechanical properties are
more susceptible to higher damage during an attack. This concept
is applicable to any kind of active countermeasures, from flaps that
affect the flow features to active dampers that change the structure’s
mechanical properties. The graph’s origin represents a design where
there is no aeroelastic response in regular service and no potential
damage generated by cyberattacks, which is the utopia point. Hence,
the goal of the designer is to define the optimal balance between
these two goals that permits the effective mitigation of all aeroelastic
responses at the lowest cost under a cyberattack.

7. Concluding remarks and design recommendations

The rapid growth of worldwide populated areas in the last decades
has led to a drastic increase in the construction of wind-sensitive
civil and architectural structures, such as tall buildings and long-span
bridges. Furthermore, higher energy demands and the implementation
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of green energy policies have led to an unprecedented development
of renewable energy sources, such as wind turbines and photovoltaic
panels, which are also sensitive to wind loads. Some of these critical
infrastructures have active control systems for their operation and/or
natural hazard-induced load mitigation. Simultaneously, modern soci-
eties that are progressively more dependent on new technology are
contemplating an exponential increase in cyberattacks affecting many
aspects of citizens’ lives, such as personal data privacy, electronic
banking security, research, warfare, and many others. This study offers
a literature review of the multiple wind-sensitive structures equipped
with operational technology (OT) and cyber—physical systems (CPS)
categorized as critical infrastructure (CI) due to their fundamental role
in society and the drastic impact their failure would cause. Examples
include active mechanical and aerodynamic control devices installed in
tall buildings, towers, bridges, wind turbines, and solar trackers. These
examples cover several critical sectors, such as transportation and
energy. This paper discusses recent cyberattacks on OT/CPS technology
currently used in wind-sensitive smart structures, such as attacks on
cyber—physical systems, programmable logic controllers, and industrial
control systems. Then, we take a first look at the potential threat
cyberattacks can pose to wind-sensitive structures. By analyzing the
mechanism of the well-known Denial-of-Service (DoS) and False-Data-
Injection (FDI) cyberattacks and the effect of uncontrolled active CPS
installed on wind-sensitive structures for wind load mitigation, the
potential damage of cyberattacks on critical infrastructure can be en-
visioned. In this context, we have conceptually identified a new kind
of potential cyberattack based on the fact that the damage created by
a classical FDI attack can be drastically amplified by taking advantage
of the wind loads and the positive feedback that can be created. This
attack, defined as Wind-leveraged False Data Injection (WindFDI), has
been qualitatively and quantitatively analyzed based on data available
in the literature. Results showed that the misuse of active systems could
drastically anticipate the onset of flutter instability in some structures.

It is fundamental for the wind engineering community to actively
identify potential cyberattacks, quantify their impact, and develop
effective countermeasures to guarantee the cybersecurity of wind-
sensitive CI equipped with OT/CPS. Hence, a new design criterion must
be considered when designing OT/CPS for the operation and wind load
mitigation of wind-sensitive structures: minimizing the damage caused
by an eventual cyberattack. The development of new active systems
must consider the potential negative effect on the main structural
system under eventual malicious actions to fully address all potential
scenarios along the structure’s life cycle.
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