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Abstract—No longer just prophesized about, cyber-attacks to fine-grained metrics from diverse granularities of the eyst
Energy Delivery Systems (EDS), e.g., the power grid, gas amll  and system interdependencies in order to quantify the atmoun
industries, are now very real dangers, resulting in non-trvial  f sk there is to the entire ED$xSol works by comparing
economical losses and an erosion of the public’s confidence . o -
in EDS infrastructures. In such a context, performing risk the potentlgl forEpr0|tat|0n,.|.e. threats an_d attack vectors,
analysis for EDS is difficult due to their innate diversity and Versus the implementeSolutions, i.e. security features and
interdependencies, along with an always-increasing thréacape requirements, in order to understand how much risk the gyste
and attack vectors. With this in mind, this paper presentsExSol, may contain, allowing for a better understanding of system
a collaborative, real-time, requirements-based risk asssment state, current threats, attack vectors and vulneralsilitieus

framework that features an approach for modeling real-life EDS . - e -
infrastructures, a technique that retrieves well-defined scurity enabling the identification of zero-day vulnerabilitielahe

requirements from an EDS ontology, and a methodology for accurate quantification of system risk.
calculating risk for a single asset and for an entire systemin With this in mind, this paper makes the following contri-

addition, we also provide experimental evidence that incldes putions: 1) We introduce an approach to accurately model
several attack case scenarios, which showcase the effeetiess of 5| jife EDS, including their interdependencies and fiomal
our proposed approach for being fully deployed in practice. relationships, based on standardized descriptions cwttan
a set of regulatory documents; 2) We provide an approach for
modeling, querying and retrieving relevant security regui
Energy Delivery Systems (EDS) consist of the network afients about EDS leveraging a well-defined representation
processes, e.g., software and hardware componentsedtthz in the form of ontologies; 3) We provide a risk calculation
manage energy transportation, including the power grid, gapproach at single asset and system-wide levels, which inte
and oil industries [1]. Nowadays, these systems contaiigla hiigently leverages both the EDS system models as well as the
degree of automation used to efficiently manage their energitological representations mentioned above.
processes. Unsurprisingly, since EDS are critical comptsne  This paper is organized as follows: we start by reviewing
of a country’s economy, they are high caliber targets foletyb some important background topics and previous work in
attackers. Attacks targeting EDS are no longer just prapeéds Section[1l. Next, we present our approach in Secfioh IlI,
about and instead are now a real danger; multiple attackspi@vide experimental evidence of the validity of our apioa
EDS have occurred over the past 4 years in Ukraine, suchiasection IV and conclude the paper in Secfion V.
the Ukrenergo Attack (2016)2].
Risk analysis has been proposed as a valuable way to Il. BACKGROUND & RELATED WORK
protect EDS from such attacks as it identifies vulnerabditi Risk Definition and Metrics. Risk can be defined as the
and quantifies the impact of threats in order to develop mapeobability that a threat will exploit a particular vulnéikty
secure systems. For example, tR@admap to Achieve Energy of a system [[4]. We expand this definition to include the
Delivery Systems Cybersecurity published by the Energy Sec-impact of security requirements: in this case, risk can be
tor Control Systems Working Groupl[3], contains a dedicatetktermined by comparing the assortment of attack vectats an
section about risk analysis and assessment, explaining thénerabilities of a system with the potential security sweas
need for methodologies that evaluate system state andifyuarthat may counteract such threats. Risk can be quantifieg usin
system risk using reliable security metrics, in order tcedil security metrics at a variety of granularities throughout a
decision making and mitigation processes. However, perforsystem. For example, in the work of Lekkas and Diomidis
ing risk analysis is difficult due to the innate complexity of5], vulnerability scorecards full of metrics that quantify good
EDS, as they are diverse systems with many heterogeneand bad aspects of a system through a goal-question-metric
and legacy components, and there is a lot of room fegchnique are used to understand system risk.
missed vulnerabilities, making the development of aceurat Risk Assessment and AnalysisAs mentioned in Sectidn |,
risk assessment measures to quantify such vulnerabilitiesisk analysis has been proposed as a valuable way to evaluate
seemingly indomitable taskl[1]. and mitigate the potential risks within EDS. Capodieci et al
In order to solve these problems, we presex$ol, a live, developed the MICIE project [6], an online alert system that
real-time risk assessment ecosystem that uses collatioratevaluates the risk of EDS in real-time by detecting unexgmct

I. INTRODUCTION



events and then generating risk scores based on interdepend Targeted By Implements
cies and functional impacts of the event. Additionally, e t i
CockpitCl project, developed by Cruz et &ll [7], a detection § ___ T __C_?f('fi'?f‘??}.S....::,
system monitors and detects live threats Wlthln an EDS syste , i~ e .

No Internet for ___E
and then uses this information to model risk using processin § i. m
. . (Tz) . LoglcaIIySeparated
modules. MICIE uses a system-modeling approach, and relie ¥ § ———— .- m
. . Ly I B K
on the model to identify unexpected events within the systerr E LR N E

based on previous measurements, and CockpitCl relies o .
Hijacking (A;) = Segmentation (Sl)

intrusion detection mechanisms to identify potential #tseAs
a result, these approaches may not pick up all threats withir ____________________________
a system, i.e., zero-day vulnerabilities, if the modelsfaib Detection (%)
recognize new measurements it may not have yet seen (@iflire 1: Example Risk Projection featuring the Threatg,(Attacks
therefore cannot monitor for.) (An), Requirements (§, and Security Techniques {Sapplicable to
an MTU asset.
such as information about threats and attacks that target
As mentioned in Sectidn I, a way to accurately quantify risgpecific assets, and information about what security featur
within EDS, identify and address zero-day vulnerabilitesl or requirements protect those assets against what attacks a
evaluate the system state in real-time is definitively ndeddhreats.
To this end, we preseriExSol, a risk assessment ecosystem Risk Projections. In addition, for the purposes of risk
that uses collaborative feedback, requirements and fiaiggpt assessment, information about security requirements laend t
metrics from diverse parts of the system to quantify the amhoufunctional relationships of EDS is crucial to properly gtin
of risk there is to an EDSEXxSol, as the name implies, worksthe risk to an asset based on their potential attacks, #reat
by comparing the potential for threats and attack vectoasid security solutions. With this in mind, we customized the
targeting the system (i.eExploitation scores,) and the setaforementionedntoEDS tool to develop our so-calle&isk
of security features and requirements that protect a syst@mojections, which pull out related requirements for an asset
(i.e. Solution scores,) in order to understand how much risthat are useful for risk quantification, e.g., functiondatien-
a system or asset (specific EDS component) may contaships about what system components the asset is related to
Exploitation and Solution scores are in turn composed of sufor example, the relationships "communicates with,” cerids
metrics that elucidate specific characteristics of the igcu data to”). In addition, these projections find all of the #is
requirements, threats or attacks for an asset, within theego attacks, security features and security requirements ahat
of the system. related to that asset, as shown in Fiy. 1. Risk Projecticsts al
. pair the threats/attacks with security/requirements bfeoto
A. System Modeling understand what requirements may counteract what threat or
Characteristics of EDS Instances.The first step in our attack types for that specific asset. This pairing is integra
approach included the construction of an abstract model thha how ExSol works, and is done automatically using the re-
can accurately capture the topology and architecturalgdesiationships between requirements/security and thretekas.
of EDS instances for risk quantification. For such a purpodeor instance, as in Fid. 1, the relationship "counteracss” i
we relied on the observation of three key characteristicsed to identify the pairing of these entities. Each set of
of EDS instances: First, within real EDS infrastructures, threats (T), attacks (A), requirements (R) and securityi$S)
system is essentially a set of assets. Second, these aagets $tored in a quad-tuplexT, A, R, S>. An asset may have
functional relationships with each other, indicating what typesmany quad-tuples, a.k.aAsset Objects, based on the different
of interaction specific assets may have during normal ojgeratcombinations of T, A, R and S related to an asset.
(such as who communicates with whom). Third, real EDS System Templates.By using the Risk Projections just
instances in the field, although heterogeneous and comporagscribed, we develop abstract model representations, i.e
diverse, generally have similar architectures. System Templates, for the EDS instances we wish to quantify
Modeling Security Requirements.In order to tackle the risk for. Since EDS are defined as a set of assets, we imple-
security issues described in Sectidn |, reputable orgdoimm mented our templates as graphs that contdisset Objects
within the EDS community have published a series of doas nodes, and the functional relationships between them as
uments detailing EDS architecture, security requiremantt edges (or links). These templates contain a predetermined
best practices. For example, the NIST 800-82 documént [pw of the system and their functional relationships, but
describes EDS instances and their functional relatioisshigan be expanded or changed to match exactly what a real
including what assets control or send data to each othmfrastructure may look like. For example, a real system
For the purposes of ouExSol approach, we leveraged themodeled by the System Template shown in Elg. 2 may include
OntoEDS tool [9], which provides a well-defined ontologicalthe assets Programmable Logic Controllers (PLCs), Master
representation containing a variety of requirements that e Terminal Units (MTUs), Controllers and a Human Machine
cidate system configurations and security features for EDBterface (HMI). Also, PLG has a link to MTY (because it

Threats
s;uewa.lgnbaa

Attacks
A;!moas
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Table |: Dependency Matrix

CN—PN PLC RTU MTU Controller HMI
PLC N/A 1 5 4 5
RTU N/A N/A 5 4 5
MTU 3 3 N/A 5 5

Controller 2 2 3 N/A 5
HMI N/A N/A N/A N/A N/A

Controller,

because it receives commands and instructions from thepare
and may be adversely affected if the parent is compromised.
Dependency Matrix. Leveraging the definitions just pre-
sented, and in order to quantify the impact of dependencies
between EDS assets, we developddependency Matrix that
allows the security relationships between all assets withi
a system to be quantified by specific factors. As described
later in Sectior_TII-I), the matrix is useful in systeBxSol
calculation, where factors are applied to assets basedein th
dependencies before combining asset scores and calgulatin
the final system score. This matrix is to be established lcolla
B. System Dependencies oratively by the EDS community, using our Risk Projections

Dependency Definition.In addition to modeling how EDS as guidance about the dependencies between assets.
instances are architecturally set up, our System Template§xample Matrix. An example Dependency Matrix, based
also contain information about the dependencies betwe@h our System Template as shown in Fig. 2, is shown in
assets within a system, which are used to understand hdaple[]. For illustrative purposes, a pre-defined scale of 1
the risk of a specific asset may be impacted by the othér5 (with 1 being the weakest relationship and 5 being the
assets it has functional relationships to. There are twanmaitrongest) is defined for the rest of this paper. N/A cells
types of dependency relationships we define witlixSol: indicate there is no dependency relationship between those
Command and Data Dependencies, which originate from theo assets. Child nodes are listed vertically, and paredeso
requirements summarized within our Risk Projections:egithare listed horizontally within the table. For instance, witiee
they send/receiveommands or they send/receiveata. child PLC is dependent on the parent RTU (PEBTU), the

Functional Dependencies.Functional dependencies indi-impact is 1 unit. Command security relationships are in the
catefunctional interactions, e.g., sending/receiving commandpen cells, and Data security relationships are in the darke
s/data, between two parent-child assets. In this caseaitemp gray cells. In this case, the matrix was developed by usimg ou
node has a functional relationship with the child node, arRisk Projections to understand and quantify the relatigussh
the direction of the arrow indicates which way informatign ibetween EDS system components.
being sentfrom the parent node ant the child node, e.g., i
parentschild. Functional Command Dependencies indicafe: EXS0l Calculation for a Single Asset
that the parent asset serm®snmands to the child component, Sub-Metrics for Exploitation Scores. In our ExSol ap-
and Functional Data Dependencies indicate that the parpnbvach, Exploitation scores are composed of metrics that
asset senddata to the child asset. characterize the likelihood, applicability and impact lofdats

Security DependenciesWe define a security-related depen{T) and attack vectorsA) on an asset, and include the sub-
dency as the followingif an asset As; is compromised, and metrics Impendence, Severity and Relevance. These metrics
another asset As; is dependent on As;, then As, may be also  all quantify different aspects of the threat or attack, i
compromised. When a device icompromised this indicates for the accurate and comprehensive quantification of the
that the functional operation of the device has been inddbir Exploitation scores. A more detailed description of each of
changed. Moreover, such a dependency relationship iredieat them is shown in Tablg]Il.
security impact on the dependent component: i.e. if the parentSub-Metrics for Solution Scores. Conversely, solution
asset’s As;) security is impacted by a threat or attack, theacores withinExSol are composed dEffectiveness, Relevance
the dependent child componerist) will also have a security and Implementation sub-metrics that are in turn intended to
impact, even if that component was not directly affected quantify the Requirementd®l] and Security §) for an asset.
targeted by the attack or threat. This relationship is regméed As with the metrics for Exploitation scores, a description
as the child noderparent node, such that child node "iss shown in Table[]l. Example metrics for an MTU are
dependent on” -{) the parent node. Alternativelygecurity shown in Table§ Tl and[IV. For the rest of this paper, each
dependency relationships are inversely related to funatio metric’s score is calculated on a scale from 1 (least) to 5
relationships, with the arrow indicating that the child read (greatest), following the example depicted in Tdble |. Hogre
dependent on the parent node (childarent). For Command implementations of ouExSol approach can define their own
Dependencies, the child nodedgpendent on the parent node scales based on their own customization needs.

MTU,

.. W

RTU; = RTU, = RTU,
Figure 2: A System Template depicting our running exampéeeti
oped using Risk Projections based on NIST 800-32 [8].

communicates with the MTU). Additionally, MT{has a link
to Controllej and Controller has a link to HM}.



Table II: ExSol Sub-metric Explanations.

Score Metric Definition Defined By
Exploitation ImpendenceT or Aj) Likelihood/Frequency of threat being exploited or attaginly performed. Global Expert
Exploitation Severity {Ts or As) Impact and damage of threat/attack on the asset. Global Expert
Exploitation Relevance T or Ar) How applicable or targeted to the asset the threat/attack is Local Expert

Solution Effectiveness Re or &) Perception on the ability of the requirement to deter/cexatt an attack or threat. Global Expert
Solution Relevance R or S) Applicability of a requirement to the asset being analyzed. Global Expert
Solution Implementation R or §) Perception on the effectiveness of the implementation of/@ngrequirement in the systenj] Local Expert
Table Ill: Example ExSol T/A Metrics for an MTU Table IV: Example ExSol R/S Metrics for an MTU
To [ To |[ Ts || Ar || A2 R1 R |RRJR|S | &
Impendence|| 4 3 4 4 3 Effectiveness 5 4 4 3 4 4
Severity 4 2 4 5 5 Relevance 5 5 4 3 4 3
Relevance 5 2 3 5 5 Implementation 4 5 4 5 5 4
Sub-score 80 12 48 100 75 Sub-score 100 || 100 || 64 45 80 || 48

Assigning Scores to Sub-metricsln our ExSol approach, Communication Hijacking (4 and may be counteracted
the aforementioned sub-metrics are developed in a colldly the Requirement for Authorized Communication Only
orative fashion by types of experts in EDS infrastructureBetween Control Devices (R which may be implemented
denoted as Global and Local Experts. Global Expedls through theSecurity feature Network Segmentations(S
laboratively define the metrics that are less dependent onStep 3. Sub-metric scores for each of the identified (T,
actual implementations within the system, and instead ake R and S) entities are then determined by Global and
more based on information about the attack, threat, sgcuritocal Experts, as mentioned before. Global sub-metricescor
or requirement itself. Specifically, these inclubigpendence may be previously identified through collaboration, anddloc
and Severity for the Exploitation score anHffectiveness and scores may be determined by Local Experts within their
Relevance for the Solution score. These metrics can be adaptedn implementations. In our running example, the sub-metri
by the community based on changes in the threatscape,soores for each of the entities (T, A, R and S) surrounding the
the attainment of new knowledge (such as about secudTU are shown in Tablédll and_IV.
ty/requirement criticality or importance). Alternatelypcal Step 4. Next, for each quad-tuple, the Exploitation sub-
Expertsindividually determine the Local scores that quantifgcores for each T and A, and the Solution sub-scores for each
aspects of their particular system. In this case, theseuness R and S are calculated. Equatioh 1 (1) and (2) are used for
characterize implementation-level information for theseds Threat and Attack metrics respectively and Equdiion 2 (8) an
These metrics includ&elevance for the Exploitation score, (4) are used for Requirement and Security metrics respytiv
and Implementation for the Solution score.

ExSol Asset Calculation Algorithm. With all this in mind,
we now present how to calculate the act&abBol scores for (T)=Ti-Ts- Ty @)
individual assets. The steps to calcul&eSol for an asset, A
: ) (A) =Ai-As- A (2)
along with an example for an MTU using Tabled Ill and] IV,
are as follows: where T, Ts, Ty, Aj, As, and A stand as defined in Tatld I1.

Step 1. First, our Risk Projection is used to creaftsset Definition 2. Solution Sub-score Calculations:
Objectsthat contain all ThreatsT(], Attacks @), Requirements

(R) and Security §) related to a given asset, and the relation- (R) =Re-Re-R ®)
ships between each of these entities. For example, as shown (S)=S-S-S 4)

in Table[l, IV} and Fig.1, we identify the following set of

entities for an MTU:Threats: Inter-device Network Commu- Where R, R, R, S, S, and $ stand as defined in Tabld II.
nication (T;), System Tampering ¢}, Malware (Ts); Attacks: Essentially, the sub-metrics for the T, A, R and S entities
Communication Hijacking (4, DoS (Ay); Requirements. gre multiplied together. This is done in order to quantify
Authorized Communication Between Control Devices))(R the overall effect of each Threat, Attack, Requirements and

No Internet For Control Devices (R Logically Separated gecyrity measure. Once aspects (in this case, specificcsjetri
Control Network (R), Boundary Protection (i Security: gre ysed to quantify the entity, these metrics have to be

Network Segmentation 5 Network Intrusion Detection 3. combined to gain an overall understanding of the strength of

Step 2. The Risk Projection next creates quad-tuples ithe entity. For example, the;Tsubscore is calculated as; T
the form <T, A, R, S>, pairing related entities based or= T; - Ts - T, = 4 - 4 - 5 = 80. In another instance, the R
their relationships for the asset. For the MTU in our runningubscore is calculated asi R R. - Ry - Ri =5-5-4 = 100.
example, 10 tuples are developed, such as the tuplg, Step 5. After the Exploitation and Solution sub-scores are
A1, Ry, S>. This tuple indicates that thEhreat Inter-device calculated, the findExSol score is calculated using Equatian 3
Network Communication () may be realized as thattack (5) for each tuple.

Definition 1. Exploitation Sub-score Calculations:



Definition 3. ExSol Score Calculation:

ExSol=(R-S)—(T-A) (5)

,/
@ Q@ 3 ] g
o | _ B —-
In this equation, the Solution sub-score (Requirement ang S

Security scores) are combined and subtracted against the E| riskprojection ~+
ploitation sub-score (combined Threat and Attack scofidss ~ F---------= r

MTU,  Data=-577.48 oo =

vectorstargeting the asset, we can understand the amount 0} <t a, r,s,>=-a400

risk that asset has. Ideally, the strength of the Explaitati ! <T.A,R,s,>=3900
< T3, Ay, Ry, 5,>=3200

5.2 M Command = -553.8
PLC,

1
is done in order to determine the amount of risk the asset has té MU, ® -1220 W Data = -1465.2 ®:
By comparing the strength of the security and requirements Ave. ExSol =613 Controlley :
protecting the asset against the strength of the attack and threg S™7* =% !

1

1

1

1

1
]
1
1
613 ‘Command =-1589 | | Command Data
1
1
1
1

score (threats and attack vectors) should not be more tha
that of the Solution score (security and requirements, s t Figure 3:ExSol System Calculation Steps.

indicates the asset’s security requirements are not egdipp

handle the potential attacks and threats targeting that,aspefinition 4. Percentage Dependency Weight.

and thereby that the asset is in a risky state. For our running

example, the ExSol asset calculation for the first tupl&xSol %DW; = (DW; -100)/MAX — SCALE (6)
=(Ry-Sy) - (Ty - Ap) = (100- 80) - (80- 100) = O.

where DW is the Dependency Weight for an asset i obtained
from the Dependency Matrix, and MAX-SCALE is the max-

D. ExSol System-Wde Approach
xSol Sy op imum value defined for the score scale being used.

The process to calculatExSol system-level risk scores, . _ .
graphically displayed in Fig]3, goes as follows: By using percentages to quantify the Dependency Matrix
\éalues, the dependency relationships between assetsape pr

Step 1. First, we obtain the set of assets included in th | tified within th XSOl Th tion i
actual EDS infrastructure being evaluated. In our runni Zv?r??ﬁr:a;(tle within the systerhx=ol score. The equation 1S

example, such assets are the ones listed in[Fig. 2.
Step 2. Next, Risk Projections for each asset are used Definition 5. Security Dependency Adaptions.

identify dependencies within the system and develop a 8yste

Template and Dependency Matrix. In our running example, Adapted_ExSok = CN; + (%DW; - PN;) )

the System Template in Fig] 2 and the Dependency Matrix in

Tal ar developd,andare alsoshown B 3 (1) 115 L1 e e il e st Owietbe
Step 3. Then, ExSol scores are calculated individually g P Y 9 9 P

for each asset in the system, following the steps explainggdeEXSOI score for asset .

previously in Sectiori TII-C. In order to get the finabset As shown in Fig[B (3), for the left branch of our system
ExSol score, we average the individual setsE¥Sol scores including PLG, MTU; and Controlley, Command Depen-
from all of the asset’s tuples. For example, within our rumgni dencies of PL&:MTU and MTU—Controller would adapt
example we calculate MT{s averageExSol as -613. the asset scores as followAdapted_ExSol (PLC;) = 59.2
Step 4. Later, using the System Template and the Depen- (100% - -613) = -553.8. Adapted_ExSol (MTU4) = -
dency Matrix, individual asset scores are adapted based @8 + (80%- -1220) = -1589. For Data Dependencies of
their security dependencies. This is done for the two typ&ontrolle—MTU and MTU—PLC, the asset scores would
of dependencies we have within our approach (Commahd: Adapted_ExSol (Controller) = -1220 + (40%- -613) =
and Data dependencies), and correlates to the way in whidH465.2, Adapted_ExSol (MTU;) = -613 + (60%- 59.2) =
the System Template is traversed, and the order in whieh/7.48.
individual asset scores are adapted. Command dependenci&ep 5. Finally, the system-wid€xSol score is calculated
are traversed in @ottom-up approach, in which the child by choosing the lowesAdapted_ExSol score from all the
node’s score at the bottom is adapted based on its relatppnsissets within the EDS instance under study. This way, an EDS
with its parent before moving up to the next node. Oppositeiynstance can be as secure as its riskiest component. Mareove
Data dependencies are traversed ifiop-down approach, in as a result of the two types of dependency traversals describ
which the child node at the top is first adapted based on hisfore, two final SysterfixSol scores are developed: th&Sol
parents (and its dependencies), before moving down to tkte necore for Command Dependencies best determines the risk of a
node. Based on the quantification of the security dependsnaystem related to command-based attacks that use fordeeto ta
between assets as determined using the Dependency Matwer parts of an EDS, such as a Command Injection Attack,
a percentage of the parent node’s score is added to the chitdereasExSol scores for Data Dependencies best quantify
node’s. Generally, thipercentage dependency weight, denotecdthe risk for data-focused attacks, such as a Ladder Logic
at %DW, can be calculated as: attack. In our example in Fid.] 3 (4), we come up with the



following scores: Command SysteBxSol score = -1001 and Table V: Command Injection & Data Spoofing.

Data SystenExSol score = 30. Component || Original Multiple Percent
Controller ; 0 -2770 -554
- MTU 1 0 -4155 -831
IV. EXPERIMENTAL EVALUATION = MTUS 0 P ety
Our experimentation was intended to test Hexol reacted e RTU, -529 -529 -529
in realistic attack case scenarios where both Global andlLoc PLCy glf mlot D
. . . . X Controller 1 0 -2770 -554
metrics change. With that in mind, we developed a variety of ~ MTU 140 4295 971
real-world attack scenarios based on common vulneradsiliti E MTU, -534 -2121 -851.4
as detailed by the U.S. Department of Enefgy [10], allowisg u Elgi o= vl | I
to observe 1) how subtle changes in the infrastrugture@!?ul Controlier ; 0 642 1284
in changes in our scores, and 2) how dependencies within the | MTU 658 1578 807.6
context of these attacks affect componeitsSol scores, i.e., s "F’ggz gg% gg% gg%
how parent scores of affected components from the attack may chi 321 321 321

propagate down to child components. For our experiments,

we developed an EDS simulation infrastructure based on thgyeloping an optimization process that finds best tuple
System Template as shown in Figure 2, which uses a 48sirs of security requirements for assets, potentiallysasing

core server running a combination of Virtualbox, OpenStagke chances oExSol for being adopted in practice.
and Mininet, allocating multiple virtual machines (VMs) to

simulate all relevant assets. Due to space constraintsylye o ACKNOWLEDGMENTS AND DISCLAIMER
elucidate a command attack scenario next. This material is based upon work supported by the Depart-
Command Injection and Data Spoofing.Assuming the ment of Energy under Award Number DE-OE0000780 and
system shown in Fid.]2, an attacker compromises R&bld by a grant from the Center for Cybersecurity and Digital
PLC:, and begins to execute a Command Injection attaglorensics at Arizona State University. The work of Josephin
on the RTU, and a Data Spoofing attack on the PLC. Aslamp and Ziming Zhao was performed during the time they
result, the Exploitation submetrics (Impendence, Seyeriid were affiliated to Arizona State University. Any opinions,
Relevance) are increased for the Command Injection Attafikdings or recommendations expressed in this material are
targeting the RTU, and for the System Tampering Threat atitbse of the author(s) and do not necessarily reflect thesview

Data Spoofing Attack for the PLC. Assuming an initial stagtinof United States Government or any agency thereof.

score for all components of 0, we can see in Table V (Part
1) highlighted in gray how thé&exSol scores have changed
for both the RTU and PLC. In addition, when we look at[1]
the resulting Data Dependency scores, we can see that the
ExSol scores of MTY and MTU, have changed, as well as [2]
Controller. This is to be expected, as these data attacks should
have adverse effects on the components that are receiviag d%]
from the compromised entities (i.e., MTland Controlley
who are receiving compromised data from RL.@nd MT,
who is receiving compromised data from RI)UNext, as
MTU; and MTU, are receiving bad data from the PLC
and RTU, some of their configuration scales are changetf]
Detecting this, Exploitation scores for the MTUs are update[G]
and reflected in theiExSol scores as shown in the highlighted
cells in Tabld ¥ (Part 2). Finally, EDS operators may update
the security measures for the components related to Iltyegri7
Validation, Authorized Communication and Data Encryption
of sent messages. As a result, the sub-metrics for thesgdtgecu
requirements are updated accordingly, and the resutisl
scores shown in Tab[g]V (Part 3) are given.

(4

[8]
V. CONCLUSION AND FUTURE WORK [0
In this paper, we have present&xSol, a collaborative

risk assessment ecosystem that uses fine-grained metdcs an
system interdependencies to quantify the amount of ristethé!"]
is to an EDS, allowing for collaborators to work together and
make group decisions about protection and mitigation astio
for their infrastructures. In terms of future work, we plan o
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